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MEMORANDUM
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TO: MFP Committee Meeting as the Audit Committee

VIA: Duchy Trachtenberg, Chair Pf
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*

FROM: Sue Richards, Senior Legislative An
Leslie Rubin, Legislative Analyst
Office of Legislative Oversight

SUBJECT: Internal Audit’s risk assessment and three-year work plan and FY09 audit of the
Montgomery County Union Employees Deferred Compensation Plan
On July 15", at its third meeting in 2010, the MFP/Audit Committee has two agenda items. They are:

1. A briefing about the risk assessment and three-year work plan prepared for the County Executive’s
Office of Internal Audit; and

2. A briefing about the status and results of the audit of the 2009 financial statements of the
Montgomery County Union Employees Deferred Compensation Plan.

The following Executive branch representatives, retirement plan representatives, and staff from the
independent auditors are scheduled to attend today’s worksession to discuss these items.
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Fariba Kassiri, Assistant Chief Administrative Officer

Office of the County Executive Larry Dyckman, Internal Audit Manager

Cherry, Bekaert & Holland LLP (Consultant) Frank Spasoff, Partner
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ditor’s Staff and Plan Representatwe (Item 2)

Keith Novak

Clifton Gunderson LLP Jennifer Davis

Montgomery County Union Employees

Deferred Compensation Plan Walter E. Bader, Chair




ITEM 1. RISK ASSESSMENT AND THREE-YEAR WORK PLAN FOR MONTGOMERY COUNTY
GOVERNMENT

In December 2009, the Internal Audit section in the Office of the County Executive contracted with an
outside consultant to conduct a risk assessment of County Government departments on behalf of the Office
of Internal Audit that could subsequently be used to prepare a three-year work plan for Internal Audit. In
May 2010, the consultant issued a final report.

At today’s meeting, Mr. Frank Spasoff with Cherry, Bekaert & Holland LLP, and Executive Branch
representatives will provide Committee members with an overview of the methodology used to conduct the
risk assessment, the results of the assessment, and the recommended three-year work plan Internal Audit
intends to follow to manage the identified risks.

The Chief Administrative Officer transmitted the report to the Committee members on June 14. In part, the
CAQ’s letter states:

As we have discussed previously with the Audit Committee, the purpose of the risk assessment
was for Montgomery County to better understand its operating environment and where its
greatest vulnerabilities and challenges lie with the goal of developing a comprehensive, multi-
year, internal audit plan. Our plan was strategically designed to address the most significant
current and future risks facing the County as identified by the risk assessment. We believe that
the resulting risk assessment and work plan will position us well and provide an excellent basis to
conduct a strategic, risk based approach to the County Government’s Internal Audit function.

The Executive Summary from the report is reproduced below. A copy of the CAO’s letter and the full report
are attached at ©1. _

For this assessment risk is defined in terms of the likelihood and impact. Likelihood represents
the possibility that a given event will occur (e.g., an act of fraud or a failure to comply with laws
or regulations) while impact represents the effect of that event occurring (e.g., the impact of a
material fraud could have a significant impact on the reputation or financial condition of the
County.) Departments were assigned a risk rating of High, Moderate, or Low. The ratings reflect
our judgments based on the information we gathered during the assessment. Most of the County
units we assessed were departments; however some were offices or functions. For simplicity we
often use the term department to represent all three.

Of the 30 departments (including offices and government functions such as CIP) included in this
engagement we have assessed 9 as being high risk, 7 as moderate risk, and 14 as low risk. Each
of the high risk departments is ubiquitous in the daily government operations internally and each
also interfaces on a continuous basis with the citizenry of Montgomery County. The
determination that a department is high risk is principally a reflection of the nature of the
programs or functions for which these departments are responsible and is not meant to imply
inadequate management. The nine high risk designations are listed below:

Table 1 - High Risk Designations

County Departments and Functions Rated High Risk
» Finance e Human Resources
e Fire and Rescue Service e Police
o QGeneral Services e Technology Services
e Health and Human Services e Transportation
e Capital Improvements Program




The risk assessment identified 112 potential internal audits, each of which was individually
classified as High, Moderate or Low. From that audit universe, we have proposed performing
31 audits (including all 26 with a rating of High) as part of the multi-year internal audit plan.
In total, 27 of 31 proposed audits relate to the departments identified above as high risk or CIP.
A summary of the 112 potential audits by functional area is presented below:

Table 2 — Audits Grouped by Function

Seven Most Common Audit Functions
Information Technology 20 5 15 0
Revenue 13 l 8 4
Grant 12 2 6 4
Contracting 12 7 4 1
Capital Improvement 3 2 1
Procurement 5 1 4 0
Inventory | 4 0
Total for Top Seven 73 20 43 10
All Other Areas 39 6 25 8
Total Audits 112 26 68 18

ITEM2. AUDIT OF THE FINANCIAL STATEMENTS OF THE MONTGOMERY COUNTY UNION EMPLOYEES
DEFERRED COMPENSATION PLAN FOR THE YEAR ENDED DECEMBER 31, 2009

Background Information. On December 1, 2009, the Council enacted Bill 40-09, requiring a certified public
accounting firm under contact with the Council to complete an annual independent audit of each collectively
bargained deferred compensation plan established and maintained by the County.

Several years ago, the County established a deferred compensation plan for County Government employees
who are bargaining unit members — the Montgomery County Union Employees Deferred Compensation Plan
(“the Plan™). The Plan is administered by a six member Board of Trustees made up of two representatives
each from the Fraternal Order of Police, Montgomery County Lodge 35; Municipal and County Government
Employees Organization, UFCW Local 1991; and the International Association of Firefighters Local 1664.

In February 2010, the Council amended its contract with Clifton Gunderson LLP to have Clifton Gunderson
perform the audit of the Plan’s financial statements for the year ended December 31, 2009. This is the first
time that the MFP/Audit Committee has reviewed an audit of the Plan’s financial statements.

Definition of Terms. The summary of the auditors’ findings below include terminology that auditors use to
report their findings.! These terms, which have specific meanings, are explained on the next page. A control
deficiency represents the lowest degree of risk to the County, and a material weakness, the greatest.

! To report their findings, auditors use a classification structure found in Statement on Auditing Standards (SAS) No. 112,
Communicating Internal Control Related Matters Identified in an Audit.
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e Control Deficiency — When the design or operation of a control does not allow management or
employees, in the normal course of performing their assigned functions, to prevent or detect
misstatements on a timely basis.

¢ Significant Deficiency — A control deficiency, or combination of control deficiencies, that adversely
affects the entity’s ability to initiate, authorize, record, process, or report financial data reliably in
accordance with generally accepted accounting principles such that there is more than a remote
likelihood that a misstatement of the entity’s financial statements that is more than inconsequential
will not be prevented or detected by the entity’s internal control.

e Material Weakness — A significant deficiency, or combination of significant deficiencies, that
results in more than a remote likelihood that a material misstatement of the financial statements will
not be prevented or detected by the entity’s internal control.

Auditor’s Findings. Clifion Gunderson audited the basic financial statements of the Montgomery County
Union Employees Deferred Compensation Plan (“the Plan”) for the year ended December 31, 2009. In an
Independent Auditor’s Report, the auditors found that the financial statements present fairly, in all material
respects, the net assets available for plan benefits and the change in net assets available for plan benefits for
the year ended December 31, 2009.

In a separate management letter, Clifion Gunderson reported one significant deficiency related to the Plan’s
practice of maintaining accounting records on a cash basis, rather than on the accrual basis of accounting
required by generally accepted accounting principles (GAAP). Clifton Gunderson recommends that the Plan
“work with the accounting department of Montgomery County, Maryland (the County) to prepare the
necessary financial statement accruals on an annual basis.” Committee members received copies of the
Plan’s audited 2009 financial statements and Clifton Gunderson’s management letter on June 3, 2010.

The management letter is attached at ©40 and the written response from the Plan’s Board of Directors is
attached at ©41. Clifton Gunderson’s comment and recommendation read in full:

Generally accepted accounts standards (GAAP) require that financial statements be prepared
using the accrual basis of accounting. The accounting records of the Plan maintained by both
the Hartford and the Board are maintained on a cash basis. As such, certain necessary
accruals for both receivables and payables were prepared and recorded by us to ensure that
the Plan’s financial statements were in accordance with GAAP. While the adjustments made
by us were no material to the financial statements taken as a whole, we recommend that the
Plan work with the accounting department of Montgomery County, Maryland (the County) to
prepare the necessary financial statement accruals on an annual basis.

(©40). The response from the Plan’s Board of Directors, reads in part:

The Plan’s Board of Directors and the Hartford maintain accounts on a cash basis. This is a
permissible method of accounting and acceptable under ERISA, infra, however, generally
accepted accounting principles (“GAAP”) require that we use the accrual basis of accounting
for audit purposes. (ERISA is not applicable to, but is followed by many public plans.)

As a result, in order to conduct the Plan’s 2009 audit, certain adjustments were made by
Clifton Gunderson to convert from a cash basis to the accrual basis. The adjustments were not
material and did not result in misleading financial statements. However, Clifton Gunderson,
the independent auditors, considered this a deficiency in the Plan’s internal control.




For reasons that we understand and appreciate, and Clifton Gunderson can explain, Clifton
Gunderson does not want to make these conversions, rather they want the adjustments made
prior to the Plan presenting them with the records.

To resolve this issue, the Plan will retain an outside accountant to perform the conversions
for us going forward.

(©41) (emphasis in original).

Transmittal Memorandum from CAO to MFP/Audit Committee re: Risk Assessment, June 14, 2010 ©1

Montgomery County, County-Wide Risk Assessment and Multi-Year Audit Plan for the Executive
Branch Departments, May 12, 2010

Management Letter from Clifton Gunderson for the Montgomery County Union Employees ©40
Deferred Compensation Plan

Montgomery County Union Employees Deferred Compensation Plan’s Comments on Clifton

Gunderson Management Letter ©41

Auditor’s Communication to MCUEDCP Board of Directors ©43




OFFICE OF THE COUNTY EXECUTIVE

Isiah Leggett Timothy L. F irestine
County Executive Chief Administrative Officer

TO:

FROM:

June 14, 2010

MFP Committee as Audit Committee

Duchy Trachtenberg, Chair, Management and Fiscal Policy Committee v~
Nancy Floreen, Council President

Valerie Ervin, Council Vice President

Nancy Navarro, Councilmember

Timothy L. Firestine, Chief Administrative Officer

SUBJECT: Internal Audit’s County-Wide Risk Assessment and Three-Year Work Plan

In preparation of the Audit Committee’s meeting scheduled on June 17,2010, I am
attaching four copies of our risk assessment report dated May 12, 2010. The assessment was
performed by our contract auditors, Cherry, Bekaert and Holland, LLP (CBH). Appendix C
of the report contains CBH’s proposed three-year audit plan (work plan) for Internal Audit.

As we have discussed previously with the Audit Committee, the purpose of the risk
assessment was for Montgomery County Government to better understand its operating
environment and where its greatest vulnerabilities and challenges lie with the goal of
developing a comprehensive, multi-year, internal audit plan. Our plan was strategically
designed to address the most significant current and future risks facing the County as
identified by the risk assessment. We believe that the resulting risk assessment and work
plan will position us well and provide an excellent basis to conduct a strategic, risk based
approach to the County Government’s Internal Audit function.

We plan to use the work plan to guide our internal audit work over the next three
years. However, we recognize that it is only a plan and that there will likely be unanticipated
issues that arise that warrant our immediate attention. When this occurs we will modify the
work plan as necessary.

We look forward to discussing the risk assessment and the work plan with you and
your colleagues at the June, 17" meeting. If you need any additional information, please
don’t hesitate to contact me.

Attachments

cC

Fariba Kassiri, Assistant Chief Administrative Officer -
Kathleen Boucher, Assistant Chief Administrative Officer
Sue Richards, Office of Legislative Oversight

101 Monroe Street ¢ Rockville, Maryland 20850
240-777-2500 « 240-777-2544 TTY + 240-777-2518 FAX @
www.montgomerycountymd.gov


http:www.montgomerycountymd.gov

Montgomery County, Maryland

Montgomery County
County-Wide Risk Assessment and Multi-Year Audit Plan for the
Executive Branch Departments
May 12, 2010
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Introduction

This document summarizes the work that Cherry, Bekaert and Holland, L.L.P. (CBH) has
performed in conducting a County-wide risk assessment of the Montgomery County
executive branch departments. The scope of this engagement included all departments
of the executive branch and the Capital Improvements Program (CIP) as it relates to
executive branch departments. This document sets out details of the approach,
methodology and matters considered in assessing areas of risk within Montgomery
County and the internal audits to be considered as part of the proposed three year
internal audit plan. This risk assessment has been performed on behalf of the Office of
internal Audit.

The purpose of the risk assessment is for Montgomery County to better understand its
operating environment and where its greatest vulnerabilities and challenges lie with the
goal of developing a comprehensive multi-year internal audit plan. The plan is
strategically designed to address the most significant audit risks facing the County as
identified by the risk assessment. Based on the revised fiscal year 2010 budget, the
annual expenditures for the executive branch departments and other County functions,
principally non-departmental accounts, included in the risk assessment is approximately
$1.8 billion. In addition, the six-year Capital improvements Program budget associated
with executive branch departments is in excess of $1.8 billion. A large portion of these
budgeted capital improvements will be spent over the course of the multi-year audit plan.
Budgeted headcount for the depariments under review exceed 8,300 positions.

Executive Summary

For this assessment risk is defined in terms of the likelihood and impact. Likelihood
represents the possibility that a given event will occur (e.g., an act of fraud or a failure to
comply with laws or regulations) while impact represents the effect of that event
occurring {e.g., the impact of a material fraud could have a significant impact on the
reputation or financial condition of the County). Departments were assigned risk a rating
of High, Moderate, or Low. The ratings reflect our judgments based on the information
we gathered during the assessment. Most of the County units we assessed were
departments; however some were offices or functions. For simplicity we often use the
term department to represent all three.

Of the 30 departments (including offices and government functions such as CIP)
included in this engagement we have assessed 9 as being high risk, 7 as moderate risk,
and 14 as low risk. Each of the high risk departments is ubiquitous in the daily
government operations internally and each also interfaces on a continuous basis with
the citizenry of Montgomery County. The determination that a department is high risk is
principally a reflection of the nature of the programs or functions for which these
departments are responsible and is not meant to imply inadequate management. The
nine high risk designations are listed below:

MCIA-10-5 3



Table 1 ~High Risk Designations

-5 . . - County Departments and Functions Rated High Risk

Finance

Fire and Rescue Service
General Services

Health and Human Services
Capital Improvements Program

« Human Resources

* Police

+« Technology Services
s Transportation

The risk assessment identified 112 potential internal audits, each of which was
individually classified as High, Moderate or Low. From that audit universe, we have
proposed performing 31 audits (including all 26 with a rating of High) as part of the multi-
year internal audit plan. In total, 27 of 31 proposed audits relate to the departments
identified above as high risk or CIP. A summary of the 112 potential audits by functional

area is presented below:

Table 2 —~ Audits Grouped by Function

Audits Grouped by Furiction

.| Overall Audit Rating -

. iHigh | Moderate

Sevén Most Common Audri.t Funt;t'ibﬁs' —

Information Technology 20 15
Revenue 13 8
Grant 12 8
Contracting 12 4
Capital Improvement 6 2
Procurement 5 4
inventory 5 4
Total for Top Seven 73 20 43 10

All Other Areas

Total Audits
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Objectives

The objectives of the risk assessment conducted by CBH are to:

e Assess the risk of the County government’s major executive branch departments,
programs and functions

e Develop a proposed risk-based multi-year internal audit plan.

This report was prepared in accordance with consulting standards established by the
American Institute of Certified Public Accountants (AICPA). Our proposed procedures,
developed to meet the objectives stated above, were reviewed and approved in advance
by the Office of internal Audit.

Approach and Methodology

CBH used an industry standard approach in performing the risk assessment that gave
consideration to the key strategies, operational, compliance, financial and other risks
associated with a large local government organization such as Montgomery County,
Among the critical inputs to the development of the risk assessment and internal audit
plan was the information obtained from the more than 400 Montgomery County
management employees that responded to a computer based risk assessment survey
prepared by CBH or were interviewed in person by the CBH engagement team.

In preparing the risk assessment, we performed the following:

» Reviewed the County budget (including the operating and capital budget) and

financial information.

Reviewed the results of prior internal audits.

Reviewed the results of prior external audits (Comprehensive Annual Financial
Report and the Report on Expenditures of Federal Awards).

» Reviewed other relevant data such as Inspector General reports, CountyStat
information, and Office of Legislative Oversight reports as necessary.
identified risk categories for assessing likelihood and impact.

Developed tailored interview and survey questionnaires mapped to the risk and
impact categories.
Developed an evaluati on criteria for the survey responses.

e Pre-tested the survey with selected employees and revised the survey based on
feedback received.

e Distributed the computer based survey to approximately 500 County employees (the
individuals surveyed comprise a management group already identified within the
County, the MLS or Management Leadership Service). Survey results were scored
and mapped by risk category and department to the Risk Assessment Heat Map by
Department (Appendix A).

e Interviewed 65 key employees, the purpose of which was to obtain context, identify
specific risk areas, and gain an understanding of the overall environment. Unlike the
survey resuits, they were not scored mathematically.

e |dentified the audit universe by department (Appendix B).

MCIA-10-5 5
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e Synthesized risk by audit area. During this process, the engagement team reviewed
the results of the surveys, interviews and the data review and, using their best
collective judgment, ascribed a risk rating (low, moderate or high) to each risk
category under likelihood and impact for each department and audit area
(Appendices A and B). Refer to Table 5 to see criteria for determining the
assessment ratings for likelihood and impact.

» Upon completion of the risk synthesis, CBH ranked potential audits from high to low
(Appendices B and D).

s For audits proposed for the multi-year plan, CBH developed a preliminary estimate of
hours for performing each audit for the purpose of considering resource
needs/constraints and timing. Each proposed audit includes a statement of the audit
objectives (Appendices C and E).

» Developed a report that includes the audits by department, rankings and related heat
map. The report also contains a summary of the approach used to reach the
engagement team conclusions.

Risk Cateqories

As part of the risk assessment, we identified the various categories of risk applicable to
an organization like Montgomery County. These risk categories were determined
through discussions with County personnel and our experience with other local
government entities. We ultimately assessed the likelihood or probability of occurrence
for each of these risk categories for each department reviewed and subsequently for
each potential internal audit identified. The risk types are presented below.

Table 3 — Risk Categories — Likelihood

Risk Types

Risk assessed based solely on magnitude of annual budgeted
expenditures.

Budget Risk o Low -~ up to $30 million

« Moderate — greater than $30 million up to $100 million

« High — greater than $100 million

Inability to meet business goals, objectives, or strategies due
to:

Strategic Risk » An ineffective or inefficient business model

« An improper or inefficient organizational structure

» Improper or ineffective strategic planning

Information used to support oper ational and financial
decisions is not relevant and reliable, resulting in:
Financial Operations . Budget§ that are unrealistic or ineffective .
Risk ) Operatlpn measurements that cannot be relied upon for
monitoring performance
¢ Accounting information that is not prepared in a timely and
accurate fashion

» Technology used does not effectively support the current

Information and future needs of the department or County
Technology Risk « Compromise to the integrity, access and/or availability of
data or operating systems

MCIA-10-5 6



Risk Types

Legal & Regulatory
Risk

Noncompliance with county, state, or federal legal or
regulatory requirements can result in fines, penalties and/or
other adverse impact to the department or County.

Integrity/Fraud Risk

» Susceptibility to theft, waste and abuse of County
resources

» Assets and information that is vulnerable to theft or
manipulation

Customer Service/
Delivery Risk

» Failure to provide service to internal or external customers

» Failure to respond to internal or external customers in a
timely and effective fashion

Environment, Health
& Safety Risk

A condition or vulnerability that has an adverse effect on the
environment or negatively impacts the health and/or s afety to
employees and/or local citizens.

Personnel/ HR Risk

Lack of proper skill set, resources, training, or succession
planning in County per sonnel.

Information &
Communication Risk

Inaccurate, inconsistent or untimely information or
communications to internal and exter nal customers, including
financial reporting.

Impact Categories

Once the likelihood of occurrence was determined, based upon all of the information
gathered, the impact of the risk occurrence was rated for each of the following factors:

Table 4 — Impact Categories

Risk impact

Reputation Impact

improper instructions, communication and interactions with
internal or external customers, regulators, or constituents that
may result in negative public perception and/or could harm the
reputation of Montgomery County.

Business Operations
Impact

» A condition or issue that prevents County operations from
functioning effectively, efficiently or from meeting
internal/external goals and objectives

» A vulnerability due to volume, complexity of transactions or
activities

Financial Impact

» Circumstances that could result in significant financial
implications to the department or the County

» Failure of the County to meet financial obligations or
requirements

» Failure of the County to comply with funding requirements
thus impairing future funding

» Misstated Financial Statements

When considering the risk ratings for likelihood and impact, we considered the factors
outlined in the table below.
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Table 5 — Likelihood and Impact Ratings

“Likelihood & = ° wipmeiaitn oo “Impact

Immediate and high degree of
vulnerability such that it is critical
that the risk be managed and
controlled in order for this area to
achieve its objectives. If not
properly controlled, that area
could have a serious, long-term
or detrimental effect on
operations, internal controls and
the achievement or
organizational goals and
objectives.

If an event occurs, the financial
ramifications would be severe
and/or operations would suffer
long standing consequences.

Risk present should be
addressed and controlled but the

probability is not as severe as Indicates that the resulting
defined above. If not properly consequences of an event would
controlled, the area could have be negative and must be

Moderate some impact on operations and Moderate managed but would not have a
internal controls, but achievement substantial effect on finance or
of organizational goals and on-going operations.

objectives will still be met.

The threat of a serious event
occurring is either non-existent or
remote. The area should be
managed but the level of risk
response is limited.

Indicates that the event
occurring would have little or no
impact financially or
operationally.

Interviews and Surveys

CBH recognized the need and importance of gaining a better understanding of the
County departments and their operations. Interviewing and surveying County
employees is the approach employed by CBH to gain the understanding needed. The
interviews and surveys focused on the identification of potential audit areas through
consideration of risk factors common to a government operating environment and how
the County addresses such risk.

CBH developed a general questionnaire which was utilized in conducting interviews with
key personnel from the departments listed in the tabie below. The individuals selected
for interviews were identified in consultation with senior management from the Office of
Internal Audit and the Offices of the County Executive. The interview questions were
designed to have interviewees share opinions on the risks to County operations and
what would be the impact if such risk occurred.

MCIA-10-5 8



Table 6 — County Departments Represented in Interviews

.o --County Departments, Offices and Boards Represented in Interviews

Inspector General e« General Services

County Attorney +« Human Resources

State’s Attorney s Transportation

CountyStat « Liguor Control

Technology Services e Police

Management and Budget e Emergency Management and

Finance Homeland Security

Fire and Rescue Environmental Protection
Correction and Rehabilitation Housing and Community Affairs
Health and Human Services County Executive

Office of Legislation Oversight County Council

Board of Investment Trustees

The confidential survey was prepared based on the risk and impact factors (Tables 3
and 4) and sent to roughly 500 County employees. The survey participants, members of
the Management Leadership Service, were selected by Office of Internal Audit and the
Office of the County Executive. The surveys were controlled by CBH and were
conducted using the online survey tool Zoomerang with participant’s responses being
recorded anonymously. CBH received 353 responses from 33 different County
departments, for a response rate of 70%. The survey was designed to obtain responses
that identified risk areas as well as help gain a better understanding of the County’s
control environment. Survey participants were asked to provide their level of agreement
to survey questions using the following responses:

Strongly Agree
Generally Agree
No basis to Judge
Does Not Apply
Generally Disagree
Strongly Disagree

In addition, the survey contained several open ended questions that al lowed for narrative
responses. These open ended questions resulted in the identification of some potential
audits and further validated others in the audit universe.
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Listed below are the departments from which 5 or more survey responses were
received.

Table 7 — Survey Responses by Department

Department Number of Responses
Health and Human Services 54
Police 37
Fire and Rescue Service 33
Transportation 28
Public Libraries 22
Finance 20
Permitting Services 17
Technology Services 15
Correction and Rehabi litation 12
General Services 12
Environmental Protection 11
Regional Services Center 11
Human Resources 10
Office of County Executive 10
Recreation 9
Housing and Community Affairs 8
Liquor Control &)
Management and Budget 6
County Attorney's Office 5
Economic Development 5

Evaluation and Assessment of Survey Responses

The participant survey responses were grouped by department and scored using the
rating scale detailed in Table 8 below.

Table 8 — Survey Response Ratings

Survey Response Rating
Strongly Agree
Generally Agree
No Basis to Judge
Does not Apply
Generally Disagree
Strongly Agree

B W[WwN]—

The responses were also grouped by risk likelihood and impact category and an average
response rating calculated. Based upon the average response rating calculated all risk
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categories were initially assessed as High, Moderate, or Low. Table 9 details the how
the ratings were applied to the assess ment rankings.

Table 9 — Initial Assessment Rankings

Range Risk
1.00-2.50 Low
2.51-3.50 Moderate
3.51-5.00 High

Development of Department Ratings

Department ratings were developed based on consideration of the following:

Structured question responses from the survey — As noted above, responses to the
survey questions were assigned a point value that was averaged with all of the
responses from a particular department. These average scores equated to a high,
moderate or low rating (Table 9). Each question of the survey was linked directly to
a risk or impact category. As a starting point, CBH mapped the average score to the
departmental heat map.

Narrative responses from the survey — Narrative survey responses provided context
beyond the numerical score. Although responses were generally brief, they provided
additional information that impacted the judgments and conclusions of the
engagement team.

Interviews — CBH interviewed 65 County managers and senior officials in more than
30 individual and group meetings. These interviews, which lasted on the average
approximately 90 minutes, provided compelling information regarding the risks and
challenges facing Montgomery County. The interviews also provided significant
direction related to the audit universe for the County. All of the interviews were
attended by at least two CBH team members, and the standard interview
guestionnaire was provided to interviewees in advance. In addition, the interviewees
were provided the descriptions related to risk and impact categories (Tables 3 and 4)
in advance. By providing advance information to the interviewees, our time together
was spent focusing on the risks, issues and concerns of the management team and
not on the process. The interviews significantly impacted the judgments and
conclusions reached by CBH.

Data review — CBH reviewed numerous audit reports from OIlA, OLO and the
Inspector General, budget data and CountyStat information during the assessment
process. From each of these, we gleaned additional context and understanding of
the County’s successes and challenges, and we have considered this information in
our departmental assessments.

After consideration of the narrative survey responses, interviews and data review, as
well as the engagement team’s prior experience, we reviewed and revised, as judgment
dictated, the initial risk ratings that had been mathematicaily calculated. The Risk
Assessment Heat Map by Department is presented in Appendix A. Ultimately, the final
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risk and impact ratings reflect the judgments of CBH based on the totality of the
information gathered.

Audits by Department (Audit Universe) and Audit Ratings

The audits by department (audit universe) were developed based upon the information
gathered from the sources described previously. On the whole, County managers were
forthright in expressing concerns regarding both their particular department as well as
County operations generally. Although some concerns expressed were noted to be
anecdotal, most were based on the direct experiences of the respondents on their
departments. The audits by department are presented in Appendix B.

The use of the term “universe” is not intended to reflect all possible internal audits that
could be performed in Montgomery County. Certainly, some issues are likely to arise
over the course of executing the multi-year internal audit plan that will not have been
contemplated in this risk assessment. An example of such a matter might be the recent
concerns with the Tuition Assistance Program (TAP). Had a risk assessment been
prepared a year ago, it's unlikely that a relatively small program such as TAP would
have been on the radar screen. Another example would be legislatively required wage
compliance audits, which are generally conducted every other year by the Office of
Internal Audit. The audit universe does, however, include potential audits based on
specific comments from managers surveyed or interviewed. Although many may not
rise to a risk level that will make them a priority for the County overall, they are a specific
concern for the management of that department.

Appendix B includes more than 100 potential audits, each of which has been individually

rated by the engagement team based upon consideration of the information available to
the CBH team and our professional judgment,

Results

The results of the risk assessment are presented in Appendices A-E. A brief summary
of the results are presented here. Overall, 9 departments or functions (i.e., CIP) received
an overall rating of “High”. These departments and functions were:

Table 10 —~ Departments and Functions Rated High Risk

g L m Do ~Overall . | -Overall :
- ‘Department or Office ikalihood | mpact
Finance M

Fire and Rescue Service

General Services M

Health and Human Services
Human Resources

Police

Technology Services
Transportation

Capital Improvements Program

MCIA-10-5 12



Each of the selected departments has a critical role in the operations of County
government, services directly impacting a large part of the citizenry of Montgomery
County or both. In addition to the eight departments noted above, we also selected
Capital Improvements Projects as an additional government function or operation that
warranted an overall “high” rating based on the significance of these projects in terms of
dollars expended and impact on the County. The departmental ratings reflect the risks
associated with the programs and functions of these departments and are not meant to
imply inadequate management.

We also assessed 7 departments as moderate risk and 14 departments as low risk. The
detailed resuits of the departmental risk assessment are presented in Appendix A.

We identified 112 potential internal audits (see appendix B). After rating each audit
individually, 26 were deemed to be high risk, 68 as moderate risk, and 18 as low risk. Of
the 26 high risk audits, 23 related to departments rated as high risk or to CIP. The
remaining three high risk audits all pertained to Liquor Control which was rated moderate
risk.

As presented in Table 2 in the Executive Summary (page 4), 73 of the 112 audits
identified related to seven broad functional areas. These inciuded: Information
Technology (20); Revenue (13); Grants (12); Contracting (12); Capital Improvements (6);
Procurement (5), and Inventory (5).

Appendix C presents our multi-year audit plan and proposes a total of 31 audits to be
performed for audit plan years 1 through 3. All 26 of the high risk audits identified in
Appendix B are included in the audit plan. The five (5) remaining audits proposed were
rated “moderate” risk. Of those, four are related to departments rated as high risk. In
total 27 of 31 audits proposed relate to departments rated as high risk or CIP. The tabie
below presents the proposed audits by functional ar ea by internal audit plan year.

Table 11 - Internal Audits by Function and Plan-Year

 Audit Plan Grouped by Function- | AUt 1 . . AuditYear
A ; 1 2 3
Contracting 7 2 2 3
Information Technology 6 3 2 1
Capital Improvements 3 1 2
Accounts Payable 2 1 1
Benefits 2 1 1
Disability 2 2
Inventory 2 1 1
Grants 2 1 1
Revenue 2 1 1
Follow — Up (Treasury) 1 1
Qvertime 1 1
Procurement 1 1
Total Audits 31 10 11 10

MCIA-10-5 13



Appendix D provides additional insight on the factors which most influenced the
engagement team in determining if an audit was high risk. As shown in the “dashboard”
report, the principal influences driving the risk ratings related to materiality (22 of 26
audits); specific comments or concerns raised by Montgomery County management
through interviews and surveys (21 of 26); susceptibility to fraud, including the
identification or implication that fraud has previously occurred (14 of 26), and; audit
history, including either recent audit results or a lack of recent audits performed (10 of
26).

Appendix E presents the proposed internal audit plan by year and identifies the
preliminary objectives for each audit. The proposed plan was developed to ensure the
following:

o All 26 high risk audits are included in the three year internal audit plan.

+ Departments rated as high risk receive significant attention (27 of 31 audits) each
year of the plan.

+ Significant functional areas such as Contracting and information Technology are
to be audited in some manner each year.

s« For departments with multiple audits proposed, we have attempted to spread
those audits across the entire plan rather than concentrate them into a single
year,

s For IT post-implementation reviews (ERP, MCTime, Liquor Control), we have

proposed audit dates based the County’s deployment schedule for these
systems.

We attempted to spread the aggregate audit hours in a balanced manner across the
three years of the audit plan.

MCIA-10-5 14



Appendix A — Risk Assessment
Heat Map by Department

Appendix A presents the risk assessment by department. A handful of departments
have been exciuded from the risk assessment based on the very limited budgeted
expenditures and headcount. These include:

Consumer Protection
Ethics Commission
Human Rights

Public Information
Commission for Women

* & 5 9

Each of these departments had annual budgets of less than $165,000. We have also
not presented information related to the Board of investment Trustees. We did, however,
interview a member of the Board to gain a greater understanding of the role the Board
performs and associated risks.

As CIP is not a department, there were no employees to survey or interview. Many
employees did comment on specific initiatives or projects that are planned or in process.
Our risk ratings for CIP were judgmentally determined based on responses from
management, our understanding of the importance of the various projects and the
significant dollars budgeted.

MCIA-10-5 15



Montgomery County, MD
County-Wide Risk Assessment and Muiti-Year Audit Plan for the Executive Branch Depariments
Risk Assessment Heat Map by Department

0On PA
Overalt Risk| Full-Yime Budget | Strategic Financial | (nfamation Legai & Integrity/ csuasr:r?c‘:e; Enviranment, Personnel / Information & Overall Reputation Business Financial | Overall
Department or Office ) Budget FY10 ($) | Employees Op i Technology | R Y h ) Health & Safety| . Communication y Dparations N
Rating FY1a Risk Risk Risk Risk Risk Fraud Risk D';:i::ty Risk HR Risk Risk Likelihood impact Impact impact Impac
1 2 3 4 § 3 7 8 g 10 i1 12 13 14 15
1| Board of Elections 4.468,770 2af : - M M M : = M 2
2| € ity Use of Public Faciliti 9,166,440 25 M M M
3| Correction and Rehabilitation M 65,414,400 548 M M M M M M M M M L
4] County Attorney M 5,224,980 72 M M M M M - M
5] County Executive M 6,602,300 43 M M M M M M M M
6| Economic Development 10,328 240 46 M M M M M M
Emargency N nt and d
7] Security 1,346,940 9 M M M
8| Enavironment Protection M 114,371,500 150 M M M M M M M
8] Finance 58,319,410 124 M M M M M M M M
10{ Fire and Rescue Service 183,718,620 1,298 M M M M M
11 General Services 34,496,440 250 M M M M M . M M M
42} Health and Human Services 268,570,740 1,372 M M
13] Housing and Community Affairs M 43,777,590 80 M M M M M M M M M M
14| Human Resources 182,823,230 80 M M M M M
15| intergovernmental Reations 904,400 5 M M M
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Montgomery County, MD

County-Wide Risk Assessment and Multi-Year Audit Plan for the Exgcutive Branch Departments
Risk Assessment Heat Map by Department

Dsparment o o O sutgnprio s | o | 4t | US| Grion | ichnooa | Rtry 4%, m o sty "t | ommmiaon| £t I ten opermions | S| Ot

1 2 3 4 5 6 7 [3 g 10 H 12 13 14 15
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221 Regional Services Center 4,290,360 k] M M M 1

23] Sheriff M 21,313,120 178 M Mo M M M M

24] Technology Services 31,844,100 183 M M M M M

28] Traasportation 189,172,970 1,313 M M M

TOTAL COUNTY DEPARTMENTS 1,586,333,410 8,236
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Montgomery County, MD
County-Wide Risk Assessment and Multi-Year Audit Plan for the Executive Branch Depariments
Risk Assessment Heat Map by Department

GOD
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Overall Risk - Budget | Strategic 3 A h ity! | Serviee ! ‘| Personnel f S Ovarall Reputation N Financial { Overall
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31| Capital lmprovernent Program 1,874,107,000 M M M M M

TOTAL CIP BUDGET FY08-FY14 amended in FY10

1,874,107,000
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Appendix B — Audits by
Department

Appendix B presents the Audits by Department. For each of the 112 audits presented,
we have provided risk and impact ratings. Our assessment of risk for individual audits is
based on the information gathered throughout the risk assessment and our professional
judgment. In total, 26 audits wer e rated high risk, 68 moderate risk, and 18 low risk,

MCIA-10-5 ' 19
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Montgomery Couniy, MD

County-Wide Risk Assessment and Multi-Year Audit Plan for the Execulive Branch Depariments

Audits by Department
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Konigomery County, MD

County-Wide Risk Assessment and Mulii-Year Audit Plan for the Executive Branch Departments

Audits by Department
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Montgomery Counly, MD

County-Wide Risk Assessmenl and Multi-Year Audit Plan for the Executive Branch Depariments

Audits by Department
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Monigomery County, MD

County-Wide Risk Assessment and Multi-Year Audil Plan for the Executive Branch Departments

Audits by Dapartment
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Montgormery County, MD

County-Wide Risk Assessiment and Multi-Year Audit Plan for the Executive Branch Depariments

Audits by Department
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Montgomery County, MD

County-Wide Risk Assessment and Multi-Year Audit Plan for the Executive Branch Dapartments
Audits by Department
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Montgomary County, MD

County-Wide Risk Assassment and Multi-Year Audit Plan for the Executive Branch Departments

Audits by Department
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Appendix C — Audit Plan Years 1-3

Appendix C presents our proposed three year audit plan. All of the audits identified as
high risk in Appendix B are included in the proposed three year plan. In addition, we
have included five (5) audits rated as moderate risk in Appendix B as part of the plan.
These moderate risk audits were selected based upon: (1) their broad impact on
County-wide operations or processes; {2) specific recent audit related findings; or (3)
audit coverage for a specific department.

The estimated range of audit hours was determined based on a preliminary assessment
of the audit specific risks and corresponding audit objectives. We generally will
undertake each audit in a two-step approach. Step one will encompass detailed
planning and scoping, including the specific audit tasks to be performed. Step two will
consist of audit execution and reporting. The preliminary objectives of each audit are
presented in Appendix E. The proposed scheduling of audits by fiscal year was
developed in consideration of the following: '

+« For departments with muitiple audits proposed, we have attempted to spread
those audits across the entire plan rather than concentrate them into a single
year.

s For IT post-implementation reviews (ERP, MCTime, Liquor Control), we have
given consideration to the planned im plementation schedule.

s Certain high risk audits have been included in year 1 based on specific concerns
raised by management during the performance of the risk assessment.

e To ensure audit of certain functions (e.g., contracting, inventory, IT) are
performed every year.

+ We attempted to spread the aggregate audit hours in a balanced manner across
the three fiscal years of the audit plan.
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Mantgomery County, MD
County-Wide Risk Assessment and Muiti-Year Audit Plan for the Executive Branch Departments

Audit Plan Year 1-3

Plan Year
i . Overall .
Auz:;t Department Audit Rating | . Estimated 2 | 3
Number 9| Hours Range
9A Finance Follow up - Treasury Risk Assessment 200 250 N
Fire and Rescue
10A Service Capital impro t (Monitoring/M 4] 300 400 \j
Fire and Rescue
108 Service Contract (Monitoring/Management) 400 500
Fire and Rescue
10C Service Disability (Eligibility) 400 500
11A General Services Contract (Monitoring/Management) 800 800
118 General Services Procurement (Sole Source/Non Competitive) 250 350
Health and Human
12A Services Contract (Monitoring/Management} 1,000 1,500
Health and Human
128 Services Grant {Acquisition, Management, Monitoring} BOO 1,000 \/
Health and Human
12C Services Grant (Acquisition, Management, Monitoring) - ARRA 300 400
Benefit Audits - Eligibility / Accrual (Health, Disability, Workers
144 Human Resources Comp, Pension) 800 800 N
148 Human Resources Benefit Audits- Payments/Expenses (Health, Disability, Pension) 800 80O
16A Liguor Control Inventory (Management) 400 500 Vf
168 Liquer Control IT Post Implameantation Review (Point of Sate/inventory) 150 250
16C Liquor Control Revenue ( Sales/Cash Handiing) 400 500 \j
194 Police Contract (Monitoring/Management) 400 500 \/
198 Pofice Disability (Eligibility) 400 500 y
19¢ Police Overtime (e.g., court appearances /timekeeping) 450 550
244 Technology Services  |IT Post implementation Review (ERP) 250 400
248 Technology Services  |IT Busi Continuity {Disaster Recovery) 200 300
24C Technology Services  |IT CIP Projects (Procurements e.g. ERP, MCTime) 200 300
24D Technology Services IT Standards (Review/Department Compliance) 300 400 \j
254 Transportation Capital improvement (Monitoring/Management) BOO 1,000 \j
258 Transportation Contract (Monitoring/Management} 500 800 N
Capital Improvement
30A Program Contract (Change Order Management) 400 500 \f
Capital Improverment
308 Program Contract (Monitoring/Management) 800 1,000 \f
Capital Improvernent
30C Program Project (Estimation of Cost) 300 400
B Finance Accounts Payable (Payment Authorization) M 500 600 \/
9C Finance Accounts Payable (Purchase Card Program ) M 700 500
Housing and
13D Community Affairs Revenue Fees and Licenses (Collections and Handling) M 300 400 \]
24E Technology Services  |IT Post Implementation Review (MC Time) M 150 250
25E Transportation Inventory Department Warehouse (Management / IT Systems) M 300 400 \f
Total Hours 13,350 17,550
Estimated Hours
Audits Range
10 4,325 5975
11 4,550 5,900
10 4.500 5,700
Total Hours 31 13,375 17,575
Appendix C 3
MCIA-10-5
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Appendix D — High Rating
Rationale Dashboard

In Appendix B, the Audit Universe by Department, CBH identified 112 potential audits
that were individually risk rated. Of those, 26 received a rating of high. As evidenced in
Appendix B, many factors were considered in developing the rating for an individual
audit. Ultimately, the rating for each audit was a matter of professional judgment on the
part of the risk assessment engagement team. Appendix D presents additional insight
on those factors that were most influential on the engagement team when it came tfo
assessing an individual audit as high risk.

As shown in the “dashboard” report, the principal influences on the risk ratings related to
materiality (22 of 26 audits) and specific comments or concerns raised by Montgomery
County management through interviews and surveys (21 of 26 audits). All 26 of the
audits rated high risk had at least one of these factors noted, and 17 of the audits had
both factors identified as a significant influence. Another key driver of high risk ratings
included susceptibility to fraud, including the identification or implication that fraud has
previously occurred. This was identified in 14 of the 26 high risk audits. Lastly, the
engagement team was influenced by audits in two possible ways; in several cases, there
had been no recent audits performed arcund some of these mission critical functions, or
alternatively, a recent audit yielded results that we concluded warranted further audit
coverage or follow-up. Audit history and results were a significant influence in 10 of the
286 high risk audits.
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Montgomery County, MD
County-Wide Risk Assessment and Multi-Year Audit Plan of the Executive Branch Departments
High Rating Rationale Dashboard

Audit . Overali - MCG .
epartment Audit . Materiali Fraud Audits
Number Dep Ratin ty Responses
Follow up - Treasury Risk
SA Finance Assessment v N
Fire and Rescue Capital Improvement
10A Service {Monitoring/Management) \f \/
Fire and Rescue Contract
108 Service (Monitoring/Management) \' V‘
Fire and Rescue
10C Service Disability (Eligibility) Y N}
Contract
11A General Services | (Monitoring/Management) N N N
Procurement {Sole Source/Non
11B General Services Competitive) \l \/ \] \;
Health and Human  |Confract ,
12A Services {Monitoring/Management) Vf \/ v \j
Health and Human  |Grant {Acquisition, Management, ,
128 Services Monitoring} N V’ N v
Health and Human Grant {Acquisition, Management,
12¢ Services Monitoring) - ARRA \I \j \}
Benefit Audits-
Payments/Expenses (Heath,
14A Human Resources  |Disability, Pension) v v v
Benefit Audits - Eligibdity / Accrual
(Health, Disability, Workers
148 Human Resources  |Comp, Pension} v v v
!
16A Liquor Control Inventory (Management) v v N
IT Systems (Point of
168 Ligquor Control Salefinventory) \j \,
16C Liquor Controf Revenue { Sales/Cash Handling) N v v

Materiality - High transaction volume or significant dollars

Fraud - Susceptible to or prior identified fraud

MCG Responses - Interview or survey comments

Audit - Limited audit coverage or prior audit responses

Appendix D
MCIA-10-5
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Montgomery County, MD
County-Wide Risk Assessment and Multi-Year Audit Plan of the Executive Branch Departments
High Rating Rationale Dashboard

Audit .
Department Audit
Number P
Contract
19A Palice {Monitoring/Management)
19B Poiice Disability (Eligibility)
Overtime (e.g., court appearances
19C Police itimekeeping)
1T CIP Projects (Procurements
24A Technology Services |e.g. ERP, MCTime}
{T Postimplementation Review
24B Technology Services |(ERP)
IT Standards (Review/Department
24C Technology Services |Compliance)
IT Business Continuity (Disaster
24D Technology Sarvices [Recovery}
Capital Improvement
25A Transportation {Monitoring/Management)
Contract
258 Transportation {Monitoring/Management)
Capital Improvement |Contract (Change Order
30A Program Management)
Capital Improvement |Contract
30B Program {Monitoring/Management)
Capital Improvement
30C Program Project {Estimation of Cost}

Overall
Ratin

Materiality - High transaction volume or significant dollars

Fraud - Susceptible to or prior identified fraud

MCG Responses - Interview or survey comments

Audit - Limited audit coverage or prior audit responses

Appendix D
MCIA-10-5

Materiality Fraud Re s':lgr?ses Audits
v v
v v
v v
v v
v v
v v
J v
v J
v v v v
v v
v v v v
v
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Appendix E — Audit Plan by Year

Appendix E presents the proposed internal audit plan by year as well as the preliminary
objectives for each internal audit. These preliminary objectives are consistent for similar
audits in different departments which may aliow the County to consider opportunities to
combine audits in cases where it makes sense from an efficiency and logistical
standpoint. For instance, several audits have been identified in the Contract Monitoring
and management area.

in reviewing the hours, note that annual hours range from 4,325 to 4,550 at the low end

of the estimated range up to 5,700 - 5975 at the high end of the range. This is
consistent with our goal to balance the audit hours annually.
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Montgomery County, MD
County-Wide Risk Assessment and Multi-Year Audit Plan of the Executive Branch Depariments
Audit Plan Year 1

. Estimate
Audit Department Audit Overall Ho ‘ Ohjectives
Number Rating urs
Range
Review and test the effectiveness of contractor monitoring policies and procedures to
Fire and Rescue ensure that contractor performance is contractually compliant, contractors are being
108 Service Contract (Monitoring/Management) 400 500 |effectively tracked and that project changes and extensions are being properly handled.
Review and test the effectiveness of contractor monitoring policies and procedures to
ensure that contractor performance is contractually compliant, contractors are being
effectively tracked and that project changes and extensions are being properly handled.
Determine whether HHS contracting follows industry best practices and whether proper
Health and Human documentation is retained to evaluate contracts and whether an effective performance
12A Services Contract (Monitoring/Management) 1,000 | 1,500 |measurement system is in place for contract compliance.
Review and test whether grants being received from Federal and State sources were
Health and Human |Grant (Acquisition, Management, obtained in accordance with federal {Including OMB), state and county regulations.
12C Services Monitoring) - ARRA 300 400 |Review data at Recovery.gov to review its validity.
Review and test whether benefit payments and expense incurred by the County were
Benefit Audits- Payments/Expenses properly computed and accounted for and were validly made in accordance with existing
14B Human Resources |(Heath, Disability, Pension) 800 800 |policy and procedures and plan requirements.
Review the Liguor Conirol's POS System implementation Documentation and interview
POS System Team members and Key End Users to determine the effectiveness of the
implementation effort. In addition, conduct testing to validate implementation of key IT
controls for effectiveness in areas such as IT general controls and application controls
168 Liguor Control IT Systems (Point of Salefinventory) 175 275 {(as appropriate).
Review and test whether overtime charged by police officers was authorized and earned
Overtime {e.9., court appearances in accordance with existing policies and procedures. Compare to best practices of other
13C Police Himekeeping) 450 550 |jurisdictions.
Review the County's ERP Implementation Documentation and interview ERP Team
members and Key End Users to determine the effectiveness of the implementation effort
Technology In addition, conduct testing to validate implementation of key IT controls for effectiveness
24A Services . IT Post Implementation Review (ERP) 250 400 [in areas such as IT general controts and application controls {as appropriate).
Review procedures to estimate the cost for projects included in the Capital Improvement
Capital Program to determine if estimates are calculated in accordance with policy and
Improvement procedures, updated to reflect current cost, compared to actual project cost o detect
30C Program Project (Estimation of Cost) 300 400 |cost overruns and used to monitor contractor progress to completion.
County-wide evaluation and testing of purchase card transactions to verify that they are
Accounts Payable (Purchase Card completed in accordance with policy and procedures and that disbursements are properly
ac Finance Program ) M 700 900 |authorized, safeguarded and recorded. Compare to industry best practices.
Review the County's MC Time Implementation Documentation and interview MC Time
Team members and Key End Users to determine the effectiveness of the implementation
effort. In addition, conduct testing to validate implementation of key 1T controls for
Technology {T Post Implementation Review (MC effectiveness in areas such as IT general controls and application controls (as
24E Services Time) M 150 250 |appropriate),
Total Hours 10 4,325 5,975
Appendix E-1
MCIA-10-5
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Montgomery County, MD
County-Wide Risk Assessment and Multi-Year Audit Plan of the Executive Branch Departments
Audit Plan Year 2

Audit
. . Overall . oy
Universe Department Audit Ratin Estimated Objectives
Number 9 lHours Range
Review Finance Department's completion of action plan to address vulnerabilities
identified in the Treasury Risk Assessment Report including systems segregation of
SA Finance Follow up - Treasury Risk Assessment 200 250 |duties, documentation of revenue receipt activities.
Fire and Rescue Review and test whether fire and rescue officers receiving disability meet eligibility
10C Service Disability (Eligibility) 400 500 |criteria and have followed the procedures to qualify for disability payments.
Review and test the effectiveness of contractor monitoring policies and procedures to
ensure that contractor performance is contractually compliant, contractors are being
effectively tracked and that project changes and extensions are being handled in
11A General Services |Contract {(Monitoring/Management) 600 80O jaccordance with polices and procedures.
Review and test whether sole source contracts were awarded in accordance with
118 General Services  |Procurement (Sole Source/Non Competitive) 250 350 [polices and procedures and that contractor performance complied with contract terms.
Review and test whether grant activities and spending are being appropriately
tracked, evaluated for compliance, reported, and whether the purpose of the grant is
Health and Human being fulfilled. Review whether industry best practices for grant management are
128 Services Grant (Acquisition, Management, Monitoring) 800 | 1,000 jbeing followed.
Review and test revenue transactions to ensure that proper, accurate and complete
recording in the accounting records. Assess policies and procedures and compare to
16C Liquor Control Revenue { Sales/Cash Handling) 400 500 |industry best practices.
Review and test whether police officers receiving disability meet eligibility criteria and
198 Police Disability (Eligibifity) 400 500 |have followed the procedures to qualify for disability payments.
Review the County's existing disaster recovery and business continuity plan. Review
the scope and boundaries of the business continuity plan, the business impact
Technology analysis from the loss/degradation of critical mission functions and the preventive,
24B Services IT Business Continuity (Disaster Recovery) 200 300 |detective and corrective measures currently in place to address destructive events.
Review and test whether IT CIP projects were properly procured in accordance with
Technology IT CIP Projects (Procurements e.g. ERP, existing policies and procedures and technology plans and if projected return on
__2cC Services MCTime) 200 300 |investment has been achieved.
Review and test the effectiveness of contractor monitoring policies and procedures to
Capitat ensure that contractor performance is contractually compliant, contractors are being
Improvement effectively tracked and that project changes and extensions are being handled
308 Program Contract (Monitaring/Management) BOO | 1,000 |effectively.
Inventory Department Warehouse {Management Review and test the effectiveness of inventory control and tracking procedures.
25E Transportation /T Systems) M 300 400 |Evaluate the physical security of the inventory stock and its vulnerability to shrinkage.
Total Hours 11 4,550 5,900
Appendix E-2 37
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Montgomery County, MD
County-Wide Risk Assessment and Multi-Year Audit Plan of the Executive Branch Departments

Audit Plan Year 3
Audit Overall
Universe Department Audit Rating Estimated Objectives
Number Hours Range
Review and test whether capital improvement projects within the Fire and Rescue
Services department were completed in accordance with the approved Capital
Fire and Rescue Improvement Budget and existing policies and procedures to ensure that the County
10A Service Capital Improvement (Monitoring/Management) 300 400 |has received proper value for its capital expenditures.
Review and test whether employees and retirees receiving benefits were eligible for
Benefit Audits - Eligibility  Accrual (Health, the payments in accordance with existing law and regulations and whether such
14A Human Resources |Disability, Workers Comp, Pension) 600 800 |{payments were properly computed and accounted for.
Review and test the effectiveness of inventory control and tracking procedures.
16A Liguor Control Inventory (Management) 400 500 |Evaluate the physical security of the inventory stock and its vuinerability to shrinkage
Review and test the effectiveness of contractor monitoring policies and procedures to
ensure that contractor performance is contractually compliant, contractors are being
effectively tracked and that project changes and extensions are being properly
handled. Determine whether Police contracting follows industry best practices and
whether proper documentation is retained to evaluate confracts and whether an
19A Police Contract (Monitoring/Management) 400 500 |effective performance measurement system is in place for contract compliance.
Technology Review the County's IT system for compliance with existing internal, external
24D Services IT Standards (Review/Department Compliance) 300 400 |standards and best practices.
Review and test whether capital improvement projects within the Transportation
department were completed in accordance with the approved Capital improvement
Budget and existing policies and procedures to ensure that the County has received
25A Transportation Capital Improvement {Monitoring/Management) 800 1,000 |proper value for its capital expenditures.
Review and test the effectiveness of contractor monitoring policies and procedures to
ensure that contractor performance is contractually compliant, contractors are being
effactively tracked and that project changes and extensions are being properly
258 Transportation Contract (Monitoring/Management) 500 600 [handled.
Capital Review and test the effectiveness of contract modification policies and procedures to
improvement ensure that contractor performance is contractually compliant, and contract changes
30A Program Contract (Change Order Management) 400 500 |are being effectively tracked and handled.
Evaluate and test the Accounts Payable payment process to verify that disbursements
are properly authorized, safeguarded and recorded and that proper supporting
9B Finance Accounts Payable (Payment Authorization) M 500 600 |documentation was retained,
Housing and Revenue Fees and Licenses {Collections and Review and test the fees collected to determine that they are properly recorded in the
13D Community Affairs {Handling) M 300 400 |accounting records and that revenue transactions are valid and accurate.
Total Hours 10 4,500 5,700
Appendix E-3 38
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ﬂ Clifton
Gunderson 1L1LP

Certified Public Accountants & Consultants

Board of Trustees

Montgomery County Union Employees
Deferred Compensation Plan

Rockville, Maryland

In planning and performing our audit of the financial statements of Montgomery County Union
Employees Deferred Compensation Plan (the Plan) as of and for the year ended December 31,
2009, in accordance with auditing standards generally accepted in the United States of
America, we considered the Plan’s internal control over financial reporting (internal control) as a
basis for designing our auditing procedures for the purpose of expressing our opinion on the
financial statements, but not for the purpose of expressing an opinion on the effectiveness of
the Plan’s internal control. Accordingly, we do not express an opinion on the effectiveness of
the Plan’s internal control.

Our consideration of internal control was for the limited purpose described in the preceding
paragraph and was not designed to identify all deficiencies in internal control that might be
significant deficiencies or material weaknesses and therefore, there can be no assurance that
all such deficiencies have been identified. However, as discussed below, we identified certain
deficiencies in internal control that we consider to be significant deficiencies.

A deficiency in internal control exists when the design or operation of a control does not allow
management or employees, in the normal course of performing their assigned functions, to
prevent, or detect and correct misstatements on a timely basis. A material weakness is a
deficiency, or a combination of deficiencies, in internal control, such that there is a reasonable
possibility that a material misstatement of the entity’s financial statements will not be prevented,
or detected and corrected on a timely basis. A significant deficiency is a deficiency, or a
combination of deficiencies, in internal control that is less severe than a material weakness, yet
important enough to merit attention by those charged with governance. We consider the
following deficiencies in the Plan’s internal control to be significant deficiencies:

ACCOUNTING ADJUSTMENTS

Generally accepted accounts standards (GAAP) require that financial statements be prepared
using the accrual basis of accounting. The accounting records of the Plan maintained by both
the Hartford and the Board are maintained on a cash basis. As such, certain necessary
accruals for both receivables and payables were prepared and recorded by us to ensure that
the Plan’s financial statements were in accordance with GAAP. While the adjustments made by
us were not material to the financial statements taken as a whole, we recommend that the Plan
work with the accounting department of Montgomery County, Maryland (the County) to prepare
the necessary financial statement accruals on an annual basis.

This communication is intended solely for the information and use of the Board of Trustees and
the County and is not intended to be and should not be used by anyone other than these
specified parties.

CLezs. fomrctisson L1 P

Baltimore, Maryland
May 27, 2010 ‘

g e . ; . REPN HLB imternational
Oifices n 17 ziates and Washington, [DC .
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Lodge 35 Local 1664

Walter K. Bader, Chairman Gino Renne, Vice Chairman Johua J. Sparks, Secretary/Treasurer

Montgomery County Union Employees Deferred Compensation Plan

June 11,2010

Ms. Leslie Rubin

Office of Legislative Oversight
Montgomery County Council
100 Maryland Avenue
Rockville, MD 20850

RE: Audit — Montgomery County Union Employees Deterred Compensation Plan
Dear Ms. Rubin:

This is in response to Council President Floreens letter of June 4., 2010, seeking
comment on the auditor’s recomunendation that Montgomery County Union Employees Deferred
Compensation Plan prepare the necessary financial statement accruals on an annual basis,

The Montgomery County Union Employees Deterred Compensation Plan [*MCUEDCP”
or “Plan™] retains The Hartford as its Third Party Administrator [“TPA™]. The Plan’s Board of
Directors maintains an operating account at Sun Jrust Bank to pay plan expenses such as
accounting, legal. investment advisors, insurance. and due diligence training. The Hartford
provides administrative services and Investors Bank and Trust provides custodial services to the
Plan.

The Plan’s Board of Directors and the Hartford maintain accounts on a cash basis. This
is a permissible method of accounting and acceptable under ERISA, infra, however, generally
accepted accounting principles [“"GAAP”] require that we use the accrual basis of accounting for
audit purposes. (ERISA is not applicable to, but is followed closely by many public plans.)

As a result, in order to conduct the Plan’s 2009 audit, certain adjustments were made by
Clifton Gunderson to convert from a cash basis to the accrual basis. The adjustments were not
material and did not result in misleading tinancial statements. However, Clifton Gunderson, the
independent auditors, considered this to be a deficiency in the Plan’s internal control.

For reasons that we understand and appreciate, and Clifton Gunderson can explain,
Clifton Gunderson does not want to make these conversions, rather they want the adjustments
made prior to the Plan presenting them with the records.

To resolve this issue. the Plan will retain an outside accountant to perform the
conversions for us going forward.

18512 Office Park Drive, Monigemery Villuge, Maryland 20886, Phone: 301-943-4286; Fax: 301-390-0317: email: mall @uniondST .com
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Ms. Leslie Rubin
Page Two

June 11, 2010

Additionally, Jennifer Davis of Clifton Gunderson and the Plan (including The Hartford)
have agreed to discuss planning now for next year’s audit and so that we may ensure that the
books are presented in GAAP format.

I note that we had audits conducted for the years 2003, 2006, 2007, and 2008 —all in
accordance with auditing standards generally accepted in the United States of America. Copies
of those financial statements have been provided to Council staff.

Sincerely,

Witk 5. B acts_

Walter E. Bader
Chair

ce: John J. Sparks
Gino Renne
Steve Farber, Council Staft Director
Kathleen Boucher, Assistant Chiet’ Administrative Officer
Jennifer Barrett, Director, Departinent of Finance
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Gunderson L1Lp

Certified Public Accountants & Consuftants

May 27, 2010

Board of Trustees

Montgomery County Union Employees
Deferred Compensation Plan

Rockville, Maryland

This letter is to provide you with information about significant matters related to our audit of the
financial statements of Montgomery County Union Employees Deferred Compensation Plan for
the year ended December 31, 2009. It is intended solely for the use of management and should
not be used by anyone other than this specified party.

We have provided a separate letter, dated May 27, 2010, concerning the internal control
conditions that we noted during our audit.

The following are our observations arising from the audit that are relevant to your
responsibilities in overseeing the financial reporting process.

Auditor’s Responsibilities under Generally Accepted Auditing Standards. Our audit was
performed for the purpose of forming and expressing an opinion about whether the financial
statements, that have been prepared by management with your oversight, are presented fairly,
in all material respects, in conformity with accounting principles generally accepted in the United
States of America. Our audit does not relieve you or management of your responsibilities.

Significant Issues Discussed with Management Prior to Retention. We discuss various
matters with management each year prior to retention as the Plan’s auditors. These
discussions occur in the normal course of our professional relationship. There were no
significant issues, including the application of accounting principles and auditing standards,
which were discussed with management prior to our retention as auditors.

Consultations with Other Accountants. We were informed by management that they made
no consultations with other accountants on the application of generally accepted accounting
principles and generally accepted auditing standards.

Our views with respect to the accounting principles and auditing standards which were
discussed in the consultations referred to above are as follows:

Qualitative Aspects of Accounting Practices.
Accounting Policies
Management is responsible for the selection and use of appropriate accounting policies. The

significant accounting policies used by Montgomery County Union Employees Deferred
Compensation Plan are described in Note 1 to the financial statements. There were no

Mainber n?
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Board of Trustees

Montgomery County Union Employees
Deferred Compensation Plan

Page 2

significant accounting policies or their application which were either initially selected or changed
during the year.

There were no significant transactions that have been recognized in the financial statements in
a different period than when the transaction occurred.

Accounting Estimates

Accounting estimates are an integral part of the financial statements prepared by management
and are based on management’s knowledge and experience about past and current events and
assumptions about future events. Certain accounting estimates are particularly sensitive
because of their significance to the financial statements and because of the possibility that
future events affecting them may differ significantly from those expected.

There were significant accounting estimates of financial data which would be particularly
sensitive and require substantial judgments by management. This estimate relates to the
valuation of the SEl Stable Asset Fund. The SEl fund is valued at contract value, which
approximates fair value, as estimated by Dwight Asset Management. The contract value is
guaranteed through a related contract with a separate provider. The fund’s credited interest
rates are reset periodically according fo terms set forth in the contract and are actuarially
determined.

Financial Statement Disclosures
Certain financial statement disclosures are particularly sensitive because of their significance to
financial statement users. There were no particularly sensitive financial statement disclosures.

Difficulties Encountered in Performing the Audit. We encountered no significant difficulties
in dealing with management related to the performance of our audit.

Corrected Misstatements. There were no misstatements detected as a result of audit
procedures and corrected by management that were material, either individually or in the
aggregate, to the financial statements taken as a whole.

Representations from Management. We have requested the representations from
management that are shown in the attached Exhibit.

Disagreements with Management. There were no disagreements with management on
financial accounting and reporting matters, auditing procedures, or other matters which would
be significant to the Plan’s financial statements or our report on those financial statements.

Please contact Thomas Rey if you have any questions regarding the matters included in this
letter.

C s Komrectoreon L1 1P



Lodge 35 Local 166+
Walter E. Bader, Chairman Gino Renne, Vice Chairman John J. Sparks, SecretaryfTreusurer

Montgomery County Union Employees Deferred Compensation Plan

May 27, 2010

Clifton Gunderson LLP
Attention: Thomas Rey
9515 Deereco Road
Suite No. 500
Timonium, MD 21093

We arc providing this letter in connection with your audit of the financial statements of
Montgemery County Union Emplovees' Deferred Compensation Plan (the Plan) as of December
31, 2009, and for the year then ended for the purpose of expressing an opinion as to whether the
financial statements present fairly the net assets and changes in net assets of Montgomery County
Union Employees’ Deferred Compensation Plan in conformity with accounting principles
generally accepted in the United States of America. Although Clifton Gunderson may have made
suggestions as to the form and content of the financial statements or even prepared them in whole
or in part, we acknowledge our responsibility for the review and approval of the financial
statement amounts and disclosures, and understand the financial statements remain the
rcprescntations management.

Certain represcntations in this letter are described as being limited to matters that arc material.
[tems are considered material, regardless of size, if they involve an omission or misstatement of
accounting information that. in the light of surrounding circumstances, makes it probable that the
judgment of a reasonable person relying on the information would be changed or influenced by
the omission or misstatement.

We confirm, to the best of our knowledge and belief, as of May 27. 2010, the following
representations made to you during vour audit.

1. To the best of our knowledge the financial statements referred to above are fairly
presented in conformity with accounting principles generally accepted in the United
States of America and the notes include all disclosures required by laws and
regulations to which the Plan is subject.

2. We have made available to you all:
a.  Financial records and related data.
b. Minutes of the meetings of the Board, or summaries of actions of recent
mectings for which minutes have not yct been prepared.
¢.  Amendments to the plan instrument (including amendments made to comply
with applicable laws), the trust agreement, or insurance contracts.
3. There have been no material communications from regulatory agencies concerning

noncompliance with, or deficiencies in, financial reporting practices.

18512 Office Park Drive, Montgomery Village, Maryland 20886, Phoue: 301-948-4286; Fax: 301-390-0317; email: mail @uniond57.com
peregiioct
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We have reviewed and approved all adjustments and corrections made to the financial
statements and acknowledge that the adjustments are complete and accurate.

We acknowledge our responsibility for the design and implementation of programs
and controls to prevent and detect fraud.

We have no knowledge of any fraud or suspected fraud affecting the entity involving:
a. Management.

b.  Employees who have significant roles in internal control,

c.  Others where the fraud could have a material effect on the financial statements.
We have no knowledge of any allegations of fraud or suspected fraud affecting the
entity received in communications from employees, former employees, participants,
regulators, beneficiaries. service providers, third-party administrators. or others.

We have no:

a.  Plans or intentions that may materially affect the carrying value or classification
of assets and liabilities.

b.  Present intentions to terminate the Plan,
The following have been properly recorded or disclosed in the financial statements:
a. Related-party transactions and related amounts receivable or payable.

b.  Estimates that might be subject to material change within one year from the date
of the financial statements. We have identified all accounting estimates that
could be material to the financial statements, including the key factors and
significant assumptions underlying thosc estimates, and we believe the
estimates are reasonable in the circumstances.

Concentrations existing at the date of the financial statements that make the
Plan vulnerable to the risk of severe impact within one year from the date of the
financial statcments. We understand that concentrations include the nature and
type of investments held by the Plan, or markets for which events could occur
which would significantly disrupt normal finances within the next year.

e

d.  Amendments to the plan instrument. if any.

The Plan obtained its latest determination on March 14, 2006, in which the Internal
Revenue Service stated that the Plan, as then designed, was in compliance with the
applicable requirements of the [nternal Revenue Code.

We believe the Plan and trust established under the Plan are qualified under the
appropriate section of the Internal Revenue Code, and we intend to continue them as a
qualified plan and trust.

There are no:

'



14.

16.

17.

a.  Violations or possible violations of laws or regulations whose etfects should be
considered tor disclosure in the financial statements or as a basis for recording a
loss contingency.

b.  Other material liabilities or gain or loss contingencies that arc required to be
accrued or disclosed.

¢.  Other matters (e.g., breach of fiduciary responsibilities, nonexempt transactions,
loans or loans in default or events that may jeopardize the tax status) that legal
counsel have advised us that must be disclosed.

We are not aware of any pending or threatened litigation, claims or assessments that
are required to be accrued or disclosed in the financial statements in accordance with
FASB ASC 450, and we have not consulted a lawyer concemning litigation, claims, or
assessments.

There are no:

a.  Material transactions that have not been properly recorded in the accounting
records underlying the (inancial statements.

b. Investments, loans, or leases in default or considered to be uncollectible that
have not been disclosed in the supplemental schedules.

The Plan has satistactory title to all owned assets, and there are no licns or
encumbrances on such assets, nor has any asset been pledged.

The Plan has complied with all aspects of contractual agreements that would have a
material effect on the financial statements in the event of noncompliance.

We have apprised you of all material communications, whether written or oral, with
regulatory agencies concerning the operation of the Plan.

No events have occurred subsequent to the financial statement date and through the

date of this letter that would require adjustment to, or disclosure in, the financial
statements.
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Walter E. Bader

Chair



