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MEMORANDUM 

June 21, 2016 

TO: 	 Government Operations and Fiscal Policy (GO) Committee 

FROM: 	 Linda pri~giSlatiVe Analyst 

SUBJECT: 	 Briefing - Inspector General's Report - Purchase Card and Policies and Procedures for 
County Agencies 

The Government Operations and Fiscal Policy Committee will receive a briefing from the Office 
of the Inspector General (OIG) on the recent series of reports, Purchase Card Policies and Procedures. 
The Capstone Report summarizing the reports for County Government and the six County Agencies is 
attached at © 1- 22. The Inspector General has prepared a presentation, which is attached at © 23-38. 

Those expected to participate in the briefing include: 
• 	 Edward Blansitt, Inspector General 
• 	 Mollie Habermeier, Assistant Inspector General 

BACKGROUND 

In FY14, purchase card transactions accounted for over $50 million in Montgomery County 
Government and the six County agencies. Each of these entities have purchase card policies and 
procedures to ensure that purchases are appropriate. The objectives of the OIG audit were to: 

• 	 determine the policies and procedures and related internal controls over purchases using 
purchase cards, including those that are not formally documented; and 

• 	 identify any opportunities for improvement. 

In order to conduct the study, OIG requested copies of purchase card policies and procedures, 
laws and regulations from each of the entities. They also reviewed examples of federal government and 
State of Maryland recommended practices. Between January 7 and March 16,2016, OIG finalized the 
Purchase Card and Policies and Procedures Capstone Report and individual reports for County 
Government and the following County agencies: Maryland-National Capital Park and Planning 
Commission (M-NCPPC); Revenue Authority; Washington Suburban Sanitary Commission (WSSC); 



Montgomery College; Housing Opportunities Commission (HOC); and Montgomery County Public 
Schools (MCPS).1 

FINDINGS & RECOMMENDATIONS 

The OIG identified 28 significant controls recommended for inclusion in purchase cards policies 
and procedures. 'The controls fall into four overall categories that were identified. These categories 
include: assignment of cards; cardholder responsibility; purchase and payment; and monitoring. County 
entities either had these controls documented in their policies and procedures or the presence of these 
controls could be determine by discussions with or emails from upper management within the entities. 
In some instances the controls are not present. 

1. Controls over assignment of cards 
This control category addresses which employees are issued and hold purchase cards. The OIG 

considered seven controls in this category. The table at © 9 provides details on which entities have 
implemented these controls. 

• Department head or supervisor approval required for issuance 
• Criteria for card issuance: employee does purchasing 
• Cards reissued/expire at least every 36 months 
• Card cancelled/collected within one pay period ofcardholder departure 
• Purchase card administrator notified of terminated cardholder 
• Department certifies list of cardholders annually 
• Inactive cards noted for possible cancellation 

2. Cardholder responsibility 
This control category addresses the requirements of cardholders. The OIG considered six 

controls in this category. The table at ©11 provides details on which entities have implemented these 
controls. 

• Cardholder trained before receiving card 
• Cardholder signs agreement 
• Repeated missing receipts may result in card loss 
• Monthly reports required from cardholder 
• If failure to reconcile, card may be suspended 
• Late submission of reports has consequences 

3. Purchase and payment 
This control category addresses restrictions on and reviews of purchases. The OIG considered 

thirteen controls in this category. The table at ©12 provides details on which entities have 
implemented these controls. 

• Department Liaison or approver trained before cardholder gets card 
• List of example disallowed items provided to cardholders 
• List of example allowed items provided to cardholders 
• Limits & restrictions applied at point of sale monthly limit 
• Transaction limit 

1 See http://www.montgomerycountymd.gov/oig/igproduct.html for full reports for all County entities. 
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• 	 Merchant Category Code (MCC) restrictions 
• 	 Approver required to review monthly 
• 	 Approver or cardholder must retain receipts 
• 	 Gift card log/records kept; or no gift cards allowed 
• 	 Approver/Supervisor reconciles receipts to transactions 
• 	 Approver/Supervisor reviews for legitimate charges 
• 	 Purchase card Administrator/Finance reviews usage for appropriateness 

4. 	 Monitoring 
This control category relates to central administrators auditing and reviewing purchases. The 

OIG considered two controls in this category. The table at ©17 provides details on which entities have 
implemented these controls. 

• 	 Performs regularly scheduled audits/reviews ofpurchase card use 
• 	 Performs regularly scheduled data analysis using Leve13 data to detect inappropriate card 

use. Leve13 data provides information on the individual purchase made on each card, instead 
of just the vendors who sold the items (see © 20-21). Currently, Leve13 data is only 
provided by approximately 40% of U.S. merchants. 

Recommendations 

Each of the County entities were provided with information on which controls were missing in 
their documentation. The OIG has made three recommendations for ongoing areas for improvement. 

1. 	 Improve Documentation 
While many of the controls identified by OIG are documented. In a few instances, policy and 
procedure manuals should be updated to be clearer and provide more guidance for purchase card 
users. 

2. 	 Manage approver workload 
Approvers are key for reducing the risk of fraudulent and improper purchases. They review and 
approve cardholder purchase card charges. The General Services Administration's (GSA) 
Guide for Purchase Card Oversight recommends that approvers have between 4 and 10 cards, 
generally 7 cards, and monthly transactions should not to exceed 50. 

3. 	 Improve auditing and use ofLevel3 data 
Many County entities could increase use of Level3 data, especially as the information becomes 
more available. Additionally, many entities have documented that central administrators can 
monitor and audit purchase card transactions. However, the OIG has identified that most of the 
entities could make more extensive use of their authority to audit purchase card use more 
regularly. 

OIG has noted that many of the entities have begun to take measures to recognize and begin 
filling in gaps in documentation and practices that existed between their documented controls and the 
list of significant controls OIG identified. County Government and Agency responses to their individual 
reports are attached at © 39-50. 
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Background 

We developed and issued reports addressing the purchase card policies and procedures of the 
Montgomery County government and six independent County agencies for which the 
Montgomery County Code assigns the Office ofthe Inspector General certain responsibilities. 
Drawing from authoritative sources, we identified 28 recommended significant controls over 

purchase cards. 

We developed tables showing the significant controls we identified, and indicated which ones 
were specified in the County government's and each independent agency's individual policies 
and procedures. Early versions of the tables were provided to each agency for review and 
discussion. In most cases managementtook the initiative to recognize and begin filling any 
gaps in documentation and practices that existed between their documented controls and the 
list of significant controls we provided. 

Why We Did This Audit Capstone Report 

Purchase cards billed centrally at the Montgomery County government and each of the 
Independent County agencies are used for many purchases supporting theirfunctions and 
totaled over $50 million in fiscal year 2014. Each entity adheres to policies and procedures 
unique to that entity. This report summarizes and develops information from each of the entity 
reports. 

What We Found and Recommended 

We made findings and recommendations and noted other matters for consideration for some 

ofthe entities. These appear in the individual reports. As ofthe time we completed our review, 

most of the entities are now addressing the significant controls to some extent. However, the 

three areas that need continuing attention are the annual certification, the review of approver 
workload, and monitoring of purchase transactions. 



Table of Contents 

Report in Brief ............................................................................................................'" 1 


Introduction ................................................................................................................... 5 


Objectives, Scope, and Methodology ................................................................................ 5 


Background ................................................................................................................... 7 


Controls ...................................................................................................................... 10 


Controls over Assignment of Cards ........................................................................... 10 


Cardholder Responsibilities ..................................................................................... 12 


Purchase and Payment Controls ............................................................................... 13 


Approver Workload ............................................................................................ 15 


Monitoring and Level 3 Data .................................................................................... 18 


Controls Summary and Conclusions .......................................................................... 19 


Chief Operating Officers' Responses .............................................................................. 20 


Appendix A: Level 3 Data .............................................................................................. 21 




Introduction 


Purchase cards billed centrally are used for many purchases in the Montgomery County 

government (County government) and independent County agencies. The County government 

and the six independent County agencies we reviewed charged approximately $50 million 
total'" on purchase cards in fiscal year 203.4. Each entity adheres to policies and procedures 

unique to that entity. 

This report summarizes and develops information from each of the entity reports. It presents 

comparative information across entities, and it provides more background information on 

certain points. 

In a purchase card transaction, even in a very large one, it is possible for the requisition, 

selection, purchase, receipt, and payment steps of a purchase to be performed by a single 

individual. Policies and procedures are necessary to ensure that such purchases are 

appropriate. Our audit was intended to determine the extent to which such polides exist and 

procedures are required at the entities for which the Montgomery County Code assigns us 

certain responsibilities. 

Our audit was conducted in accordance with Government Auditing Standards issued by the U.S. 

Government Accountability Office and Principles and Standards for Offices ofInspector General 
issued by the Association of Inspectors General. 

Objectives, Scope, and Methodology 

The objectives ofthe Office ofthe Inspector General (OIG) audit were to: 

• 	 Determine the policies and procedures and related internal controls over purchases 

using purchase cards, including those that are not formally documented. 

• 	 Identify any opportunities for improvement. 

I The Maryland-National Capital Park & Planning Commission is a bi-county Commission. This figure 
includes Prince George's County. The remainder of thiS report focuses on the Montgomery County 
and Central Administrative Services parts of M-NCPPC and does not address the Prince George's 
County part, unless noted. 
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The scope of our audit included examination ofthe purchase card policies and procedures of 

the following entities: 

• 	 Housing Opportunities Commission (HOC) View Report 

• 	 Maryland-National Capital Park & Planning Commission (M-NCPPC) View Report 

• 	 Montgomery College (College}2 View Report 

• 	 Montgomery County government (County government) View Report 

• 	 Montgomery County Public Schools (MCPSP View Report 

• 	 Montgomery County Revenue Authority {Revenue Authority)4 View Report 

• 	 Washington Suburban Sanitary Commission (WSSC) View Reeort 

We requested purchase card policies and procedures, laws and regulations from the County 

government and the independent County agencies. In addition, we looked at examples of 

recommended practices in the Federal Government and in the State of Maryland.s 

2 Montgomery College has two types of cards that are centrally charged: purchase cards fortravel, and 
purchase cards for other types of purchases. 

3 MCPS used American Express cards when we began this review, and finished replacing them with 
MasterCards in November of 2014. 

4 Montgomery County Revenue Authority employees are issued three types of cards: MasterCard, Sam's 
Club, and Home Depot. This analYSis only considers MasterCard cards, as the others have a more 
limited use. 

S We considered the following guidelines, laws, and reports: 

• 	 The Maryland Comptroller's purchase card poliCies and procedures 
• 	 U.S. Government Charge Card Abuse Prevention Act of 2012, applicable to the federal 


government 


• 	 U.S. Office of Management a nd Budget, "Improving the Management of Government Charge 
Card Programs," Circular No. A-123, Appendix B (2009) 

• 	 U.S. Government Accountability Office, "Auditing and Investigating the Internal Control of 
Government Purchase Card Program" (2003) and "Governmentwide Purchase Cards" (2008) 

• 	 U.S. General Services Administration, "Guide for Purchase Card Oversight" (2004) and "Guide to 
Best Practices for Purchase and Travel Charge Card Program Management" (2003) 

• 	 Federal Deposit Insurance Corporation, Office ofthe Inspector General Report No. AUD-14-OO7 

• 	 The U.S. Department of Agriculture Cardholder's Guide 

• 	 The Council of the Inspectors General on Integrity and Efficiency's audit framework 
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From these materials, we identified 28 significant controls over purchase cards. We grouped 
these controls into four categories forthe purposes of our analysis: 

• Controls over Assignment of Cards (7 controls) 

• Cardholder Responsibilities (6 controls) 

• Purchase and Payment Controls (13 controls) 

• Monitoring (2 controls) 

We prepared a table showing the controls we identified, and indicated which ones the County 
government and the agencies identified in their policies and procedures. We provided the table 
to them for review. We considered the responses and edited our table accordingly. 

We made findings and recommendations and noted other matters for consideration for some 

of the entities. 

Background 

Many organizations have implemented and continue to use purchase cards to save time and 
money in procurement, by reducing paperwork requirements and simplifying the purchasing 
process. The use of purchase cards can result in a significant reduction in the volume of 
purchase orders, invoices, and checks processed. 

An additional benefit to the use of purchase cards is the receipt of rebates. For example, 
information provided by the County is that its 2014 calendar year rebate was $209,480, a rate 
of 1..516%. M-NCPPC, the County Government, and MCPS belong to a consortium of local 
government entities using JP Morgan MasterCards. The percentage of purchases rebated to 
these entities is based on total consortium purchases, and how quickly payments are made to 
JP Morgan, per individual contract. 
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The seven entities each employ purchase cards in different ways. There is variation in the types 
of goods and services purchased, the types of people who are issued cards, and the amounts 
expected to be charged. For example: 

• 	 Some cards are used as a method of payment for purchases that flow through the 

purchase order system (in addition to Single Use Accounts,6 which are not strictly 

"purchase cards" as included in this review). 

• 	 One entity's cards are normally limited to $500 per transaction while others have initial 

limits that are much higher: $10,000 and $5,000. 

• 	 Some recurring monthly expenses and some purchases under contract are charged to 

purchase cards. 

• 	 One entity dedicates purchase cards for particular types of purchases and purposes, so 

individual cardholders have mUltiple cards. 

• 	 At one entity, certain types of cards are used by senior staff only, while at another, 

senior staff members are not assigned cards, but cards are assigned to their staff. 

We began this audit in 2014 and collected data from the entities for fiscal year 2014. The 
following charts display this data, with the entities ordered according to the number of their 
purchase cards, in descending order. 

The following chart shows the number of purchase cards used by each entity we reviewed. 

Number of Cards 
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Source: OIG analysis of data provided by the entities. 

6 The County government uses the purchase card system for Single Use Accounts, which are electronic, 
credit-card based payments that act like checks. In 2014, the County government had $19,775,813 in 
charges for SUAs, and it earned a rebate of $278,154 on these. 
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The following charts show the total dollars charged on purchase cards and the average dollars 
charged per card atthe entities we reviewedl 

Dollars Charged 
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Average Dollars/Card 
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7 The figures for HOC include vendor payments made through the purchase card system after purchase 
orders were approved. 
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Controls 


As previously stated, we developed tables showing the significant controls we identified, and 
indicated which ones were specified in the County government's and each independent 
agency's individual policies and procedures. Early versions ofthe tables were provided to each 
agency for review and discussion. We considered the responses and edited our tables 
accordingly. In most cases management took the initiative to recognize and begin filling any 
gaps in documentation and practices that existed between their documented controls and the 
list of significant controls we provided. 

Controls over Assignment of Cards 

The Card Controls category addresses who is issued and holds purchase cards. The following 
table shows the Card Controls (7) we considered and whether each entity had them. 

Card Controls 	 j County I MCPS M-NCPPC I H'OC i College : College Ii WSSC I Rev.
I Gov't ; ; Purchasing I Travel Auth. 

Dept. Head or Supervisor 1 X ! X X t X j X i X I X ! Xi 
approval required for issuanc:u__ I -+- I I ..L--t-!_.__ 
Criteria for card issuance: 1 X BI X \;T X I X i Xi i Xi 

~~~o:~:s~:~j:~ii~:a::~:ast 	Ji -.. ~-. "~i- +.--;-- l' -~~ ~I' ·--·~-·'~i -li--;~!-;~., 
every 36 months I. x! 

.. 

I 
~'rd"cancelled/collect;d w/i~' '1--- _., I i I ~~ i-j- ­
1 pay period of Cardholder X I X I X ! X i X I X i X i Xi 

~:~~~!~~::~~:o;o -~-t ~1-~- i X'-;-j ~t--;-rlU 

Department certifies list of 	 ! •••••----.. __.L .----. ; ! - ---'T'-'r-'-'--r---" 

X Ix - .. -j - ,- i.. X3. X3. 
..c._H.s an.n_.u....CI~ly-.-----...... .. ~ , 	

'I-t 
"nactive cards noted for' .. 	 I X -~-- -- X '1-'~-

j 
--~- I. -';'--7 II,' ......­.4-	 ' 

possible cancellation 	 X ­1 
Source: Entity responses to OIG. 
X drawn from written documentation 
Xi::: determined by discussions with or emails from upper management; no additional documentation 

All of the entities had most of the above Card Controls. The control that was most often 
lacking was a cardholder certification process which involves having someone in each 

8 A Purchase Card Administrator is the person in the organization who serves as the central 
administrator forthe purchase card program and serves as the agency's intermediary with the card 
provider, 
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department annually review a list of cardholders in that department and certify that the people 
on that list should continue to have purchase cards. 

All the entities have basic criteria for issuance; that the cardholder (:1.) be an employee and (2) 

make purchases. As more employees possess and use purchase cards, the risks increase, as 
does the administrative burden. Thus, it is important that purchase card issuance be focused 

on the employees who can most productively and responsibly make use of the cards. We found 
discussions of and examples of extensive criteria in the Federal and State government 
purchase card programs.9 This issue should be given further consideration within each entity to 

focus on the employees for whom the benefits ofthe cards outweigh the risks and costs. 

During the course of our audit, three entities informed us that they were implementing 

certification processes. The M-NCPPC Chief Intemal Auditor advised us that M-NCPPC will 

incorporate a certification process into its procedures. The Procurement Director of 
Montgomery College informed us that the College would implement annual certifications of 
cardholders at the beginning of calendar year 20:1.6. The WSSC General Manager/CEO 
informed us that WSSC is instituting a new requirement that all WSSC executives annually 
review and certify the list of cardholders within their respective Teams/Offices that should 
continue to have purchase cards. 

WSSC also informed the OIG of policies that would be added to WS'SC's next purchase card 
manual, requiring that cardholders be fulltime employees who do purchasing for WSSC, and 
that cards expire and be reissued every 36 months. 

9 For example, the Maryland Comptroller's purchase card policies and procedures state that cards are 
limited to "employees who have not had personnel incidents which impact the use of the card." The 
US. Department of Agriculture's program guide states that only individuals who "have demonstrated 
that they are responsible and possess the required business acumen to be entrusted with a 
government purchase card" should be nominated to be cardholders. 
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Cardholder Responsibilities 

The Cardholder Responsibility category addresses the requirements of cardholders. The 
following table shows the Cardholder Responsibility Controls (6) we considered and whether 

each entity had them. 

Cardholder Responsibility I County ! MCPS 
Gov't I 

I M·NCPPC 
! 

I HOC , 
I 

I College 
,purchasing 

! College i wssc 
Travel I 

i Rev. 
Auth. 

CH trained before receiving 
card --_._. -.~-. 

CH signs Agreement 

X 
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X 
. -­

X X 

X 

X 

X X 

X 

X 

X 

Xl. 

X-
Repeated missing receipts 
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--~........­ .. 
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..--~-
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"--' 
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X 
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-
.­

X i 
"._- .... --+... 

X 

X i 

X 

X 

X 

X 

Xl 

X 
'"'''' "'"'' " .•. 

X 
..- ~--..­

, 
XI 

Source: Entity responses to OIG. 
X:; drawn from written documentation 
Xl =determined by discussions with or emails from upper management; no additional documentation 

Most of the entities had all of the above Cardholder Responsibility Controls. 
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Purchase and Payment Controls 

The Purchase and Payment control category addresses restrictions on and reviews of 
purchases. The following table shows the 13 Purchase and Payment Controls we considered 
and whether each entity had them.1Q 

Purchase and Payment I County MCPS II M-NCPPC " HOC I College College WSSC I Rev. 

Controls Gov't IPurchasing Travel i Auth. 


Dept. liaison or approver 1 X X I X - I X X I X i ­
.!~ained before C~ ~~!~ ca~~ .. r__'1__ 1-" , .~t· : . -- - ','. -- -- J 

~:!::;:::~: ~~s~~~wed ~_~ ~J ~_' X 1-X . I X i ~L~ 
lIst of example allowed i ~ X r X X X I X I X ! ­i

, items provided to CHs --i'-- - __.j _.....J_ _ _,. _ 
Limits & restrictions applied X X X i X I X I ~ X _ 
at point ofsale I ! 1 I . - I 

~~::::~:~~i~--·'~---·J~-~·~ -~! ~ 'f~ ~- ~ "I. ~-'-~ -~=~ -- .~! ~-.:. ~. -r~--~ .­
Merch,niZat;,iorvCode --1 -~q X 1 --x-fx~--P1-~ :_ 

I:!.-~::~:~~~: iO rev..'; j-~ -8-~-r~ X 1_-;;+;-! X, 
~~:ror~m~s~re~;t~i-X_1 x~r~;j-;ju;-r-X1 ­
Gift card log/records kept; or X I X I X ! Xl' X 'Xl.: X ! ­

~;:::v~~~~:~~7s:~ "-T-'<"-,-I--,'-'1-·------t·-
1 

''':'''''- ­.I.·-'T
reconcil~s receipts to ! X I X 1 X I X X X X I Xl. 
transactIons i I : 
--.------,... ---.---:---.-.. ---'--1 ..--+--,.,.... -t"'- -. - ­

Approver/Supervisor reviews I X Xl. X I X I X X! X Xl. 
for legitimate charges Iii 

P-Card Admin/Finance 'Ii---- ·'X--1'1' ·-li --. 

reviews usage for I X X X X Xl. Xl. Xl. 

appropriateness . 


Source: Entity responses to OIG. 
X = drawn from written documentation 
Xl. =determined by discussions with or emails from upper management; no additional documentation 

Most of the entities had all of the above Purchase and Payment Controls. 

10 For the purposes of this chart, we coded three entries as Xl that had text explanations in the 
individual reports: two activities that were performed by the Payables Department at the Revenue 
Authority (the reconciliation and retention of receipts), and one control (over gift cards) that was not 
applicable to the Montgomery College Travel Card. 
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Automated Controls 

Automated controls include dollar limits on individual transactions, monthly dollar limits, and 
blocked Merchant Category Codes. These limits and blocks can vary by cardholder and by 

Department. A Merchant Category Code (MCq is a categorization of the type of business the 

merchant is engaged in and the kinds of goods or services provided. For example, alcoholic 

beverages and boat rentals can be blocked. 

Limits on individual transaction amounts and monthly spending limits can be undermined by 

cardholders splitting a large purchase into multiple smaller purchases. 

Central Reviews 

Purchase card administrators or others in finance departments review charges for 

appropriateness, but these reviews tend to be reviews of samples. They are helpful, especially 

if approvers are not doing what they are required to do, but they do not replace the reviews 

required of approvers. 

During the course of our audit, the WSSC General Manager/CEO advised the DIG that a 

centralized review for appropriateness of purchases was newly implemented with the creation 

of a P·Card Specialist position. 

Personal Purchases 

All the entities' manuals state that purchase cards are for business use, and that the cards are 

not to be used for "personal purchases," which is typically the term used for purchases for the 

personal benefit of the employee or a third party. If guidance regarding these types of 

purchases is unclear, cardholders can make inconsistent and incorrect deciSions about whether 
to use a purchase card for these. 

The entities addressed this issue to varying degrees. One entity had very little guidance on this 
pOint. Some had detailed gUidance in their administrative procedures governing travel 
reimbursements, but not in their purchase card gUidance. 

A~mrovers 

Approvers are key for reducing the risk of fraudulent and improper purchases. Commonly at 

organizations with purchase cards, an approver is an employee who reviews and approves a 

cardholders purchase card charges. An approver is typically a person from the cardholder's 

department who is at a higher rank::t:J. than the cardholder. This makes it likely that the approver 

II However, when the cardholder is a Department Director or another high-ranking employee, a lower­
ranked employee might be the approver, which can raise independence issues: if the cardholder is in a 
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would be familiar with the cardholder's business activities and would understand whether 
specific purchases were in furtherance ofthose activities. Approver responsibilities are 
typically in addition to the approvers' regular job responsibilities. 

After cardholders review their monthly transactions and provide their receipts, approvers are 
typically required to indicate whether the cardholder's receipts and the transactions reconcile, 
and whether the purchases were for business reasons and otherwise appropriate. These 
cardholder and approver reviews are important for detecting errors made by vendors, errors 
made by cardholders, and unauthorized charges. 

Approver Workload 

Even with well-designed review controls, the implementation of the controls will be poor jfthe 
approvers are overburdened and do not perform the tasks required ofthem. If approvers do 
less thorough reviews, do not do them as often as required, or do not do them at all, a 
purchase card program will be more vulnerable to fraud and improper purchases. Charges for 
various personal purchases could be erroneously paid, or a vendor could be paid an incorrect 
amount. 

Cards per Approver 

The 2004 Guidefor Purchase Card Oversight from the GSA states that the most common ratios 
of cards to approvers are between 4 and ~o. Whether or not a particular ratio is appropriate 
depends on the volume of card activity and the organizational structure. In 2003, the GSA 
recommended that approvers not be responsible for more than 7 cards per month. 

superior position to the approver, the approver may be hesitant to question that cardholders 
purchases. 
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The following chart shows the average number of cards per approver at each entity. 

Average Number of Cards per Approver 
compared to GSA maximum 

maximum 
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Source: OIG analysis of data from the entities." 

The average number of cards per approver at all the entities was below the 2003 GSA 
recommendation of a limit of 7. However, there were individual approvers with high numbers 
of cards to review. 

The following chart shows, for each entity, the percent of approvers with more than 10 cards to 
approve. 
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Source: OIG analysis of data provided by the entities. 

12 MCPS Division of Maintenance approvers are not included, because they have assistance from staff 
dedicated to this function. 
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Individual cases would need to be reviewed to determine whether the particular approvers 
with high numbers of cards to review were reviewing cards with few charges, thus reducing the 
burden. 

WSSC already had a policy in its manual addressing approver workload before we began this 
audit. During the course of our audit, the College's Procurement Director informed us that in 
2016, the College would implement a process to delegate back-up approvers for those approvers 
identified as having high numbers of cards to review. 

Several of our Findings, Recommendations, and other matters for consideration were about 
approver workloads. Approver workloads can be managed by applying the principle that the 
number of cards an approver is responsible for reviewing should be reasonable, so the 
approver can review card charges in a timely manner. The assignments of cards to approvers 
with more than 10 cards to review should be regularly reviewed to determine whether these 
people are overburdened. (The Federal Audit Executive Council recommends annual 
evaluations of the number of cardholders and approving officials). 

Transactions per Approver 

The GSA recommended in 2003 that the number of monthly transactions per approver be no 
more than So. The following chart shows that the number of tra nsactions per approver at all 
the entities is below this number. 

Average Monthly Transactions per Approver 
maximum 

recommended 
60 ­

so 
40 

19 
15-- . 14 

101-. I~.II·· 
M-NCPPC Rev. Auth. HOC County College MCPS WSSC 


GOy't 


30 

20 

10 

o 

Source: OIG analysis ofdata provided by the entities. 

All of the entities.are on average well below the limit of So recommended by the GSA. This 

indicates that, on average, their approvers are not overburdened. However, there may still be 

individual approvers who have higher than the recommended number of transactions to 

review each month. 
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Monitoring and Level 3 Data 

Monitoring 

In addition to the above types of controls, central administrators can audit and review 

purchases. The following table shows the two MonitoriAg Controls we examined. 

Monitoring ; County MCPS I M-NCPPC HOC College College I WSSC I Rev.I· 

I Gov't I I I Purchasing Travel , Auth. 

Performs regularly 'I I X'3 I X X I - I - I 
I 

X I X::t. 
scheduled audits/reviews of i 

~~rchase card use _j~...~. 
___ X. i X· - - ~ I~x --,t t-~ ,Performs regularlv I_ 

I 

scheduled data analvsis I 

using Level 3 data to detect 

inappropriate card use I I 
 I I 

Source: Entity responses to DIG. 
X= drawn from written documentation 
Xl =determined bV discussions with or emails from upper management; no additional documentation 

We requested information from the entities evidencing their continuous monitoring of 

purchase card use. Each entity provided documentation that its internal auditor or another in 
the organization has the authority to audit purchase card use regularly. 

However, most of the entities could be making more extensive use of their authority to audit 

card use regularly, and most could benefit from using Level 3 transaction data14 more 

extensively in conducting analyses to detect possible inappropriate card use. 

Data Analysis 

Data analysis, in particular with the use of Level 3 data, is valuable for detecting purchases that 
should not have been made or billed. Level 3 data indicates which users may have mischarged 
particular items to their purchase cards, as it lists individual items purchased, not only the 
vendor who sold the items. Data analysis should employ computer assisted audit techniques. 

13 At MCPS, the Internal Audit unit audits onlV those cards associated with Independent ActivitV Funds, 
which are 45% of MCPS' cards. The Office of Controller also reviews documentation for small samples 
of monthlv charges. 

14 Level 3 data is detailed transaction data. It includes data such as item descriptions, item quantities, 
and zip codes shipped to. See Appendix A for more information on Level 3 Data. 
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In their oversight of purchase card use l the State of Maryland and some Federal government 
agencies have implemented the analysis of detailed transaction data, known as "Level 3" data. 
The customer can obtain this data for purchases made through the major credit card providers, 
such as MasterCard, at no additional charge. These credit card providers obtain Level 3 data 
electronically from manYI but not all, merchants. The Maryland Comptroller's Office reports 
that Level 3 data is provided by approximately 40% of U.S. merchants. 

During the course of our audit, three entities informed us that they were increasing their use of 
Level 3 data. The M-NCPPC Chief Internal Auditor wrote that M-NCPPC Internal Audit is 
implementing a pilot program that involves the continuous review of Level 3 data. The WSSC 
General Manager/CEO advised us that WSSC employed some aspects of Level 3 data analysisl 

and that effective with its Fiscal Year 2016 First Quarter P-Card Report, the WSSC Internal 
. Audit Office will incorporate all aspects of Level 3 detailed transaction data into its data 
analysis. MCPS informed us in December 2015 that its transition from another credit card to 
the JPMorgan Chase card was fully implemented, and the MCPS Division of Controller gathers 

Level 3 data using an online tool and reviews it. 

Controls Summary and Conclusions 

The following chart shows the entities' total controls. 

Purchase Card Controls 
30 

• 	 Monitoring of Purchase Card 
Use 

• 	Purchase and Payment 
Controls 

• Cardholder Responsibilities 

• Controls over Assignment of 
cards 

25 -

20 

lS 

10 

5 -

Source: OIG Analysis of information provided by the entities. 

As of the time we completed our review, most of the entities are now addressing the 

significant controls to some extent. Howeverl the three areas that need continuing attention 

are the annual certification, the review of approver workload, and monitoring of purchase 
transactions. 
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Chief Operating Officers' Responses 


We developed and issued reports addressing the purchase card policies and procedures of the 

Montgomery County government and six independent County agencies for which the 

Montgomery County Code assigns the Office of the Inspector General certain responsibilities. 

The chief operating officer of each entity provided a response to the individual entity reportl 

which is contained in its entirety in Appendix A of each report. 

View the HOC Report Response 


View the M-NCPPC Report Response 


View the College Report Response 


View the County government Report Resgonse 


View the MCPS Report Response 


View the Revenue Authority Report Response 


View the WSSC Report Response 
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Appendix A: Level 3 Data 

In their oversight of purchase card use, the State of Maryland and some Federal government 
agencies have implemented the analysis of detailed transaction data, referred to as "Level 3" 
data. The customer can obtain this data for purchases made through the major credit card 
providers, such as MasterCard, at no additional charge. The credit card providers obtain Level 3 
data electronically from many, but not all, merchants. The Maryland Comptroller's Office, 
which administers the State government's purchasing card program and coordinates 
monitoring for fraud, waste, and abuse, reports that Level 3 data is provided by approximately 

40% of U.S. merchants. 

The following Selected Types ofData Available table shows many, but not all, of the types of 
data available to purchase card administrators/monitors. Levell. data is standard data 
provided on all purchase card transactions. Level 2 adds sales tax and other data. Level 3 adds 
item description, item quantity, and other information. 

Level 1 

Supplier name 

..~otaI P!lf£hase. arrount 
Transaction date 

, .. -- -,'. . .. 
Merchant Category Code 
Store location 

Level 2 

Sales tax amounts 
Customer Accounting Codes 

.. 

Levell 

, Ship' to/.~rE..'!I~..!.e codes 
Discount arrount 

' .. ",,~ -~- -~-

Freight/shipping arroun~ 
Order date 
It~m description 

ltell? gu~nti~ 
ltemtota\ 
Item codes 
Item unit cost 

Soun;e: OIG M'iew of information from credit card providers. 

Maryland's Office of Legislative Audits (OLA) stated in a March 203.4 report that the majority 
of merchants do not yet provide Level 3 data, but still concluded that the data was readily 
available, easy to use, and provided Significant information about purchases. The OLA 
recommended that the Maryland Comptroller require State agencies to regularly obtain and 
use Level 3 data and provide guidance to the agencies as to how the data can be used in their 
purchase card verification procedures. 

Level 3 data can be useful for detecting purchases that may not be for legitimate business 

activities. Level 3 data might be used by an immediate supervisor, but it can also be used 
centrally, to examine all of an agency/s transactions. 

The Maryland Comptroller's Office states that detailed transaction reports with Level 3 data 

should be run monthly and compared to information provided by cardholders. The 
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Comptroller's Office's Policy and Procedures Manual requires agencies to produce detailed 
transaction reports, conduct detailed reviews, and document the results. 

The Comptroller's Office provides instructions for Maryland State agencies to conduct the 
folloWing analyses using Level 3 transaction data. These analyses are in addition to regular 
monthly reviews: 

• Level 3 Data. Merchant Spend Analysis by Line Item - Review item descriptions. Non­
level 3 transactions should also be reviewed. Remind the cardholders that detailed line 
item descriptions are available. 

• Declined Transaction Report- Review reasons transactions were declined. Any 
attempts in excess of purchase or monthly limits or a blocked vendor could indicate a 
training issue or an attempt at misuse. Use this to determine patterns of potential 
abuse. 

• Multiple Vendors at One Address - Determine (1) if more than one merchant is using 
the same address; (2) if the business is legitimate; (3) if the business is registered with 
the Secretary of Statej (4) if the vendor is on a Statewide contract, and (S) if the 
location is consistent with the type of vendor. 

• Employee Address and Vendor Address are the Same ­ Find any matches between 
employee addresses and vendor addresses, using employee address data from Human 
Resources. 

• High Dollar Value of Purchase by One Cardholder from an Obscure Vendor - Sort data 
by largest charge to smallest, sort by cardholder, then look for obscure merchants. 
Research the merchant by asking the cardholder for more information, researching if 
the merchant is registered to do business in Maryland, and using an internet search 
engine. 

• Purchases Structured to Avoid Transaction Limits (Split Purchases> Look for the same 
vendor with transaction amounts near the cardholder's limit. Also check if multiple 
cardholders are involved. Look for when a large ticket item is split. 
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Edward L. Blansitt III 
Inspector General 

51 Monroe Street, Suite 802 
Rockville, Maryland 20850 

240-777-8240 

ig@montgomerycountymd.gov 


OIG Fraud Hotline: 240-m-7644 


www.montgomerycountymd.gov!oig 
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Purchase Card Policies and Procedures 


Introduction 

• 	 County and entity charges were $50 million in FY2014 

• 	 Benefits of purchase card use: 

- Reduced costs of processing 

- Rebates: 1.5% 

All purchase steps can be performed by one person 

• 	 We examined purchase card policies and procedures of 7 
entities 
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Purchase Card Policies and Procedures 


Program Statistics 

Number of Cards Dollars Charged 
1800 1714 16,000,000 

1600 14,000,000 13,370,209 

1400 12,000,000 
1200 

10,000,000 
9,972,053 

1000 

800 
8,000,000 7,100,016 6,670,676 

600 

400 

200 

o 

458 
379 

I I 
326 

I 71- 25 15 

6,000,000 

4,000,000 

2,000,000 

5,033,960 

I 231,121 

2,144,513 

I 
MCPS CountyGov WSSC College M·NCPPC Rev. HOC MCPS County Gov W55C College M·NCPPC Rev, HOC 

(MC &CAS) Authority (MC &CAS) Authority 

Note: Does not include Prince George's County part of M·NCPPC 

Programs varied: # of cards per cardholder, who has cards, what is charged, $ limits 
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Purpose and Methods 

• 	 Purpose: Ensure entities have appropriate controls 

• 	 We identified 28 significant controls from Federal Government and 
Maryland practices. We looked to see if the entities had them. 

- Controls over the assignment of cards (7) 
- Cardholder responsibilities (6) 
- Purchase and payment Controls (1-3) 
- Monitoring (2) 

• 	 Early versions of our tables provided to each entity for review 

• 	 In most cases, management began adopting controls we indicated were 
missing 
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Purchase Card Policies and Procedures 


Controls over Assignments of Cards 


Card Controls MCPS ' M-NCPPC i HOC College College . WSSC!, Rev. 

Gov't Purchasing Travel Auth. 

Dept. Head or Supervisor 

approval required for issuance 
X X X X X X X Xl 

Criteria for card issuance: 

employee does purchasing 
X X X X X X X~ Xl 

Cards reissued/expire at least 

every 36 months 
X X1 X X1 X X1 X~ X~ 

Card cancelled/collected w/in 

1 pay period of Cardholder X X X X X X X X~ 

(CH) departure 

Purchase Card Administrator 

notified of terminated CHs 
X X X X X X X~ 

Department certifies list of 

CHs annually 
X X X1 X~ 

Inactive cards noted for 

possible cancellation 
X X X i X X X 

X indicates the control was present. Xl indicates the control was reported present, but not documented. 

"-" indicates the control was not present. 
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Purchase Card Policies and Procedures 


Controls over Cardholder Responsibilities 


Cardholder Responsibility County MCPS . M-NCPPC : HOC College . College : WSSC Rev. 

Gov't ' Purchasing i Travel ; Auth. 

CH trained before receiving 
X X X X X X X X::t 

card 

CH signs Agreement X X X X X X X X 
Repeated missing receipts may 

result in card loss 
X X X X X X X::t 

Monthly reports required from 

CH 
X X X X X X X X 

If failure to reconcile, card may 
X X X X X X X X 

be suspended 

Late submission of reports has 
X X X X X X X X 

consequences 

Slide 6 



~ 

~ 

Z 
~ 

'-' 
~ 

~ 
0 
8 
0 
~ 
~ 
00 
Z 
~ 

~ 
~ 
8 
~ 
0 

0 ~ 
0 
~ 

~ 

0 
~ 

~~. 

~Jc~\ 
:~'~ J~'J...

,l:-
,~ 

II 


Purchase Card Policies and Procedures 

Purchase and Payment Controls 
CPurchase and Payment County MC,> M-NCPPC iHOC-Coliege Colleg : WSSC 

Gov't S Purchasin eControls 
g Travel 

Dept. Liaison or approver 
X

trained before CH gets card 

List of example disallowed 
X 

items provided to CHs 

List of example allowed 
X

items provided to CHs 

limits & restrictions applied 
X

at point of sale 

Monthly limit X 
Transaction limit X 
Merchant Category Code 

X 
(MCC) restrictions 

Approver required to review 
X 

monthly 

Approver or CH must retain 
X 

receipts 


Gift card log/records kept; 

X 

or no gift cards allowed 

Approver/Supervisor 

reconciles receipts to X 
transactions 

Approver/Supervisor 
reviews for legitimate X 
charges 

P-Card Admin/Finance 

reviews usage for X 
ap ropriateness 

Xl. 

X 

X 

X 

X 
X 

X 

X 

X 

X 

X 

Xl. 

X 

X X 

X X X 

X X X 

X X X 

X X X 
X X X 

X X X 

X X X 

X X X 

X X X 

X X X 

X X X 

X Xl. > X 

X 

X 

X 

X 
X 

X 

X 

Xl 

X 

X 

Xl 

X 

X 

X 

X 

X 
X 

X 

X 

X 

X 

X 

X 

Xl I 

Rev. 
Auth. 

Xl 

X 

X 


Xl. 

Xl. 

Xl. 

Xl. 

Xl 

Slide 7 



~ 
<
p:: 

d 
~ 


p:: 
o 
E-1 
<:.) 
~ 

~ 
z 

~ 

Ei3 
E-1 

o ~ 
o~ 

<:.) 
1-04 

~ 

o ~ 

2-:7 


\ 
) 

Purchase Card Policies and Procedures 


Monitoring Controls 


Monitoring County - MCPS- M-NCPPC 
Gov't 

• HOC College 
Purchasing 

College 
Travel 

WSSC Rev. 
Auth. 

Performs regularly X*! x x x Xl. 
scheduled audits/reviews of 
purchase card use 
Performs regularly x x x Xl. 
scheduled data analysis 
using Level 3 data to detect 
inappropriate card use 

* At MCPS, the Internal Audit unit audits only those cards associated with Independent Activity Funds, 

which are 45% of MCPS' cards. The Office of the Controller also reviews documentation for small 

samples of monthly charges. 


Level 3 data is detailed transaction data that includes what items were purchased} 

item quantities} and zip codes where an item was shipped. 


The Maryland ComptrollerJs Office reported that Level 3 data is provided by 

approximately 40% of U.S. merchants. 


Slide 8 



~ 

~ 
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~ 
~ 

~ OIG Analysis of County Data 

o 
8 
Q 

~ • We examined data provided by the County for January through June Z 
~ 2015. 

~ • We found and notified management of 

o ~ - A charge of $1}500 for 10 tickets to the Montgomery County 
o~ Coalition for the Homeless GalaZQ 
<:(1-4 
---I~ - Questionable meal expenses related to travelEr~ 

~O - Charges with no business purpose indicated on the receipt 


• 	 Relative to the almost $7.1 million in purchase card expenditures we 
reviewed} the dollar value of the transactions we thought questionable 
is quite small. 

, " 
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Purchase Card Policies and Procedures 

Recommendations 

• Improve documentation 3 entities 

• Manage approver workload 4 entities 

• Improve auditing & use Level 3 data 2 entities 
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Purchase Card Policies and Procedures 


Improve Documentation (a concern for 3 entities) 

• 	 One entity's P-Card manual needed to better address meals 

- Inconsistent with practice regarding individual meal purchases 

- Lacked guidance on meals at meetings or after work hours 

• 	 One entity provided less than 1 page of written guidance 

• 	 One entity's P-Card manual indicated the cards were only for travel, but 
98% of the dollars charged were not travel-related 
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~ 
~ I I Approver Workload (a concern for 4 entities) 
o 
E-1 
o 
~ 

~ 


~ I. • Over-burdened approvers may not effectively 
~ . perform reviews 
E-1 

~ I • Limits recommended by u.s. GSA: 
C}~ 

~ 0 I - 7 cards per month 
.....J~i5	I - 50 transactions per month 

II • All entities were on average within these limits 

• Some approvers were over these limits. Regular 

I analysis of approver workload was recommended. 
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Purchase Card Policies and Procedures 

Auditing and Using Level 3 Data 

• 	 We recommend periodic compliance audits covering the entire entity 


- Should be done by central administrators 


• 	 We recommend regularly scheduled data analysis, which is valuable for 

identifying purchases that should not have been made or billed. 


• 	 Most of the entities should make better use of Level 3 data 

• 	 Most of the entities are either using Level 3 data or indicated their 

intent to increase their use of it 
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Co? 

o 
~ A Recent County Audit of Invoices under $10,000 
8 
Q 

• Found problems that can also occur with purchase cards} and that card~ controls are intended to address:Z 
1--01 

- unauthorized purchases 

- State sales tax paid ~ 
o ~ - disallowed meal expenses related to travel 

e3 I • Found incorrect invoice numbers entered 
~t I - correct numbers help avoid duplicate payments 
o 

DIG calculated 17% of the invoices tested as deficient. 
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Purchase Card Policies and Procedures 


Corrective Measures 

During the course of our audit, 

• 	 3 entities implemented certification processes 

• 	 3 informed us they were increasing the use of Level 3 data 

• 	 1 planned to require that cardholders be fulltime employees who do 
purchasing for work, and that cards expire every 36 months 

• 	 1 implemented a centralized review for appropriateness of 
purchases 

• 	 1 began delegating back-up approvers for approvers with high 
numbers of cards to review 
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Questions or Comments? 


Montgomery County Maryland 

Office of the Inspector General 
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Appendix A: Executive Director's Response 


MN
I THE M~RYLAND.NATIONAL CAPITAL PARK AND PLANNING COMMISSiON pp 6611 Kenilwonh Avenue • RivtlrdlIlC!. Maryland 20737 

ftC 
PCB15-43 

December 23, 2015 

To: 	 Edward Blansitt. Inspector General 
Montgomery County 

From: Patricia Colihan Barney, Execulive Director 
Maryland-National Capital Park and Planning Commission 

Re: 	 Final Draft Report of the Maryland-National Capital Park and Planmng 
Commission's Purchase Card Policies and Procedures 

Thank you for providing your final draft of the Purchase Card PolicIes and Procedures 
of the Maryland·National Capital Park and Planning Commission and your consideration 
of our informal comments. The Commission appreciates your assistance in reviewing our 
Purchase Card Program, as we continually strive to ensure our programs promote fiscal 
accountability . 

We are encouraged that your review did not result in any formal findings, 
recommendations or other matters for consideration. However. as a result of the reVIew, 
the Commission is implementing additional procedures that require the annual 
confirmation of all purchase cardholders. Finally, the Commission's Office of Internal 
Audit is implementing a program thaI involves the continuous review of Level 3 data, and 
will evaluate the effectiveness of the program over the next calendar year. 

cc: 	 Casey Anderson. Chair Montgomery County Planning Board 
Joseph Zimmerman, Secretary-Treasurer 
Adrian Gardner, General Counsel 
Renee Kenney, Chief Internal Auditor 
Stacey Pearson, Chief. Purchasing Division 
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Appendix A: Chief Financial Officer's Response 


January 11, 2016 

Edward L. Blan~ltt III, In>pector General 
Oiflce of the Inspector General 
Montgomerv County Government 

5.1 Monroe Street, Suite 802 
Rockvllie, M,Jryland 20850 

Rf:: Purchase Card Policies and Procedures 

Dear Mr. Blansitt: 

We thank the staff of the Office of the In~pt'ctor General (OIG) for their Investigation and 

resulting report on our current credit card program, 

As recommended by the OIG, the Montgomery County Revenue Authority (MCRA) h~s updated 
ollr cJrdholder agreement to IIIclude itcm~ in the CEO's merno to you dated 2-25-15, 

As mentioned in the OIG report, the MCRA uses a credit card for its purchasing need~, lhi~. 

precludes the ellercise of certain monitoring control~; sudJ a~ the blocking of merch;:mt (;:tlegory 
codl;!> and Ihe level 3 dillil ill),llySl's to dell',t lII<Jpproprliltp. card II:>!:!. A~ recommt'nded by the 
OIG. til\;! MCRA is invl'$tigilting the ildofltlon of a purchil~C' card for its card purchase" The 
investigation will include the cards nm\l u~ed by the County and outside agencies 

lilt:> MCRA h(ls instituted the lise of a gift c;lrd log to track its use of gift calds, 

Thank you aeain for your helpful ~llgge$tiom 

Michael ), Boone' 
Chief Financial OfficN 
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Appendix A: General Manager/CEO's Response 


COMMISSIONERS 

c...... L-.n. VIOl C>wr 
r_~ 

a.-",,~(.<l WSSC 
Mowy HopI;rIt~ 

Where Water Matters 

NOV8mber 23.2015 

Edward l. Blamaitt, III 
Inspector General 
OffICe of the Inspector General 
51 Monroe Street, Suite 802 
Rockville. Maryland 20850 

Dear Mr. Blanaitt 

We are in receipt of your November 16.2015 Dtacusalon Draft regerding the 
results of your reView 01 the Washinglon Suburban Sanitary Commiuion's 
(WSSC) purchase card pollciea and procedures. Although WSSC is noC a palt of 
County Government and neither funded by nor funded through Montgomery 
County, we appreciate the opportunity to respond to the conClusions reached by 
your office 

Conclusion # 1:'WSSC would benefit from annually certifying its list of 
cardholders and ensuring that all illl procedUrM are documented: 

Effective November 19, 2015. ail WSSC executives are reqUIred to annually 
review and certify the list of cardholders withm their rMpective Teams/OffICeS 
lIlat should /lave purena68 card •. Additionally. WSSC management is committed 
to docull'\entlng aU of ita significant controls and ensuong their implementatIon. 
TherefOf8, we are providIng clarification regarding the reconciliation of 
transactions statement found of Page 10 of tile Di$cusslon Draft 

From the inception of the CommiSslofl's Purcl1ase Card Program, aD WSSC 
purchase card apprOvef& are required to determine whether receipts and 
transactions reconcile, including COnductlOg a leview for appropriateness of 
purchases. 

Washington Suburban San,tsry Commkslon 
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General Manager/CEO's Response 


Edward L Blansitl 
November 23,2015 
Page 2 

As stated on Page 4 of the Purchase Card Program Manual. 1.0 Definitions 
Section, an approver is defined as "A senior leader or team member who is 
responsible for reviewing and approving a team member's P-Card purchases to 
ensure that the purchases are made in accordance with the P-Card Policy and 
Procedures and Procurement Manual." "The Approver is responsible for initiating 
administrative disciplinary penalty for misuse of the P-Card in accordance with P­
Card and Human Resources policies: Page 15 of the Manual (Section A. 
Reconciling Monthly Expenses) specifies the reconciliation process used by 
cardholders and approvers. 

However, we are in agreement thai the centrali;zed review for appropriateness of 
purchases is newly implemented with the creation of the P-Card Specialist 
position, The associated P-Card policies and procedures have been updated to 
reflect this change, 

Conclusion #2: "WSSC could benefit from using Level 3 detailed transaction 
data, in conducting its data analyses, in order to detect possible inappropriate 
card use." 

The Internal Audit Office currently employs some aspects of level 3 data 
analyses. i.e., reviewing split purchases and merchant spend analysis by line 
item. Additionally, effective with its Fiscal Year 2016 First Quarter P-Card Report 
to the Chief Procurement Officer. the WSSC Intemal Audit Office will incorporate 
all aspects of level 3 detailed transaction data into its data analyses. 

Should you have any questions or require additional information, please do not 
hesitate to contact me or Ms. Maxene Bardwell, Director of Internal Audit. 

cc: 	 Vice Chairman Christopher Lawson and Commissioners, WSSC 
Maxene Bardwell. Director of Internal Audit, WSSC 
Gary Gumm, Interim Chief Operations Officer. WSSC 
David Malone, Chief Procurement Officer. WSSC 

Purchase Card Policies and Procedures - WSSC 	 Page 117 



Appendix A: Montgomery College's Response 

Office of the Presidclll 

Janual'Y 2t • 2016 

Mr. Edward Blansitt, Inspector General of Montgomery County 
100 Maryland Avenue 
Rockville, MD 20850 

RE: Montgomery College Purchasing Card Program Audit 

Dear Mr. Blansitt; 

This letter is in respons~ 10 your letter dated December 22,2015, regarding the completion of 
the audit of purchase C81'd procedures lit Montgomery College. Thank you tor the extension of 
time to Teview the report. 

The College carefully reviewed the audit and the management considerations in pl'Oviding our 
response. Montgomery College accept.~ th.¢ matters outlined in the report. 

To that end, the College has started the proc~s ofaddressing the recommendations related to 
the IInnuld certification ofcardholders, the number and workload of individuals who lire 
approvers ofpurchasc cards, and Merchant Category Codes on the College's travel card. As 
recommended by the report: 
• 	 The c8I'dholdcr certification processes will bc modified to an allnual certification process. 
• 	 All existing cardholder accounts are being examined as to frequcncy of use and monthly 

account balances with the goal ofreducing the ovcl'IIlI number ofpurchase cards, to the 
extent that any modifications would not prohibit daily opemtions fol' the unit. 

• 	 A secondary approver will be Identified for eaoh primary card approveT to nddres:l workload 
of individuals who are approvcl'S. 

Travel cards are issued to sellior executives Itt Montgomery College, ClII'rently, the College has 
Issued a total of nine travel cards to seniol' executive!!, A thorough review is being conducted of 
Mcrchant Category Code restrictions that may he placed on (ravel cards In ol'der to enhance 
controls without placing an undue burden 011 senior executives during their travels, 
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Mr. Edward Blallsitl 
JIIIIlIIlIY 21, 2016 
Page 2 

TIlank YOII for your tborough review, report and guidance for improving thc College's 
purchasing card program, 

Sincerely, 

~~~ 
President 

cc: 01', Janet Warmack, Seniol' Vice President for Administmtive and Fiscal Services 
Mr. Patrick Johnson, Director of Procurement 
Ms. Donna SchenB, Associate Senior Vice President for Administrative and fiscal 
Services 
Ms. Ruby Shemllln, Vice President for Finance 
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Appendix A: Exe c u ti ve 0 irecto r' s 
Response 

10100 D~l'ick Avenue 

Kensln~lon, MD Z0895-Z484!'HOUSing 
(240) 627-9400C == 8~~~1~7~~es 

~ Of MONTCOMERY COUNTY 

January 22, 2016 

Edward l. Blansitt 
Inspector General 
Montgomery County Office orthe inspector General 

51 Monroe Street, Suite 802 
Rockville, Maryland 20850 

RE: 	 HOC Response to Purchase Cord Procedures of the Housing Opportunities Commission 

of Montgomery County Report 

Dear Mr. Blansitt: 

Thank you for providing a thorough review of HOC's Purchase Card Procedures. HOC 

acknowledges that your office did not Issue any findings or recommendations, but rather 


identified several areas for consideration. 

Recent changes in federal regulations require that HOC amend its Procurement Policy to be in 
compliance with 2 CFR sections 200.317 through 200.326. In conjunction with the complete 
review, HOC will evaluate your report and its recommendations as we update the Procurement 

Polkyand Purchilse Card Program. 

HOC appreciates the efforts of the Office of the Inspector General. 

Sincerely, 

Stacy l. Spann 
Executive Director 

cc: 	 Mollie Habermeler, Assistant Inspector General 
Gall Willison, Chief Financial Officer, HOC 
James Atwell, Internal Auditor, HOC 



Appendix A: Chief Operating Officer's Response 


~) ,\iCPS Q t\!\ONTGOMERY COUNTY PUBLIC SCHOOLS 
~ www;",m1f!Wl1"ll'>< hIHlhmd,or.: ....1 1\ R Y I ,\ N n 

Fchruary 19.2[116 

\Ir. Edward L. l:lhIllS1H III 
Inspector (;cneral 
Monlgoll1ery COUll!) Maryland 
Unicc "fllle Insp.:d\u (jenera I 
51 Monroe Street. Suile 1102 
Rockville. M3ryland 20l!50 

D.:ar ;1.11'. Blansi!!: 

Ihan!; you fIJI' pro\iJH1~ :\'lonlgOlm:r} ('nUIlI} Public S~h"ub (MC?S) wilh th~ \lppununil} hI 1'<:\;1:\\ 

Jnd cOll1men! on Ihe Ollie.: of Ihe Insp.:,'I,'r Gcn~rnl Rc(Xm. Pllfc/taXI' t 'unll'ol!cu's lind /'m,·l!dur,'.\ 
of /hc ,\IfIIl/Kolllerr ( 'mmJr Puhlic ."cite/ols. We share n 111111ual interest in .:nsuring a purchasing card 
program that has strong inlt'rrlll ,')l1lr.,15 and procedure,. 'l1le use of purchasing c;\rds is a r",cognized 
nesl practice for sound (j~CJI manag~mcnt for pro,;urcmcn! of nccessary purchases Ih31 10lal SIon or 
Ics~, anJ our slaffhave continually cnhan~cd \)ur liscal coulr"ls (or this pro~r~m, rn"~l rc~ct1!l) through 
our panicipalk'l1 in <I cOIl~lljurn \Ifh)~al gn\crnnwnt j)!\<"llcic.~ thaI usc lPMorgan Chase MaslcrCards 
Ii..r prol:urcmcllI of small purchases 

We arc plca~.;d lhal. aftcr cxt!:nsh'l,! an..J thorough analy,is. the Office \,f Ih~ in;;pector Gellcrars audit 
found Ihul Mel'S has dOCUl1lclllt:J and iOCOrp(lfllled into our practice all oflhe 28 ~ignifk:lnt purchase 
o:ard controls thai your research idcl1lilicd in ib re\'iew ofnalionai and ,t~lC' guideline, and reports. We 
appreciate your recommendations In further cnhance our purcha,ing card pwgram. and we will lake 
these recommendations imo cllf)sideralioll ~.~ a P.ll1 llf our Mgani/..:;tilll1al (OmmillnCI1l 1<1 f1ngning 
.;onlimHJU' impfO'·CIl1CI1t. 

Again. thank )\lU !(.r providing \1CPS III..: Opp<1!'!ll!1il) 10 review and r(\l11ment "" Ihe rq>!,f1 and 
t:ollahnr311\'ely \\nrking wilh us Ihroug~wul the audil process 

Antir"" 'V!. Zu..:kaman, Ed.D, 
Chief Op,rallOg omecr 

,\Ml:sro 

('uP) 10' 

\kmlx~ lit the 1l":.lrJ "ll:ducali'll1 \if>. I>c(iraha 
Mr BO\\cr, Mr~ I.a/or 
Mr. Ch m Mr~. Regalia 
\,Jr.,. then 

Oifk~ (If Ih~ Chief Oper.lriog OrocN 
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Appendix A: Chief Administrative Officer's Response 

OFFICE OF THF COllN,Y EXECUTIVE 

I sjah Legge!! TiJllolh~' l. hrcstille 
Counly I:.:.u~ftdii't.: Clue! AJmmiJlnllil'c Officer 

MEMORANI)I.1M 

March 9, 2016 

TO: 	 Edward L. Hlansitt Ill. Inspeclor General 

/l. 'J. t 1 j;M-"1;",£.
FROM: 	 Timothy L. Firestine. Chief Administralive Ollicer 1/#"7 1 . 

SUBJECT: 	 Response to Recommendations from OK] Audit Report on Purchuso: Card Policies 
lind Procedures of the Montgomcr;' CounlY (iovcmmenl 

Allachcd please find the executive Branch response 10 the report on Purchase 
Card Policies and Procedures uf the Montgomery COW1I)' Govcrruncnt issued b}lhe Ollie.: of 
[n~-p<:c\or General (OKi), 

Iryou have aoy qUC5tions relating 10 the attached. please cOO1<ICl Joseph F. Beach. 
Director. Department of Finance. at 240-777·8870. or Karen Q, IIllwldns. ChiefOperaling 
Onker. Dcpartml!'nl of Finance. al 240·777·8828. 

Anachmelll 

cc: 	 Mollic N. HabcnueiC!r. AssistunI Inspector General 
Joseph F. Beac.h. Director of Finan\..'t? 

101 Monro< SITe«l • RO"kllllt:. MilryJ"n.! 2IJh5U 
2·10·777·2500 • 240.777·2544 Try • 240·TJ7.~518 I'AX 

www, munt8"ntcrycoulllymd.gc>v 
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Chief Administrative Officer's Response 

i\ual.:hmcl\l 

Exccuti\'c Branch Response to Recommendations frum 

Audit of Purchase Card Polides ltod l'rocedurcs ofthc Montgomery County {;o\,crnmcnt 


Conducted by the Office of Inspector (;cncral (OIGI 


Dated Mardi 2016 

Recommendation I -Appronr Worklolld: 

The County government should annually n:vicw approvcr workkmd, and ha~cd on that review add 
approvers andior redistribute the workload i.Uuong appwn:n>. 

El:l:cuti",: BrHnch Response: 

The County C(JIlCUr:; with the OIG ub~c[\alion that the numbl:r of curds for which an appruvcr is 
respollsible for review mU51 allow the card charges to be thoroughly reviewed on a timely basis. 
The County also agrees that Ibe appropriaum~ss of a pal1icular approvcr to cardholder ratio 
depends on filctors such as the volume ofcard activity and the organi;t;ltillnal structure. 

As noled in the reporl. the P·Canl program already ineorpt1rUIcs an annual rcview anu ccrtilication 
of cardholders by department directQn>. The P·Card Administrator. during training of depunml!nt 
liaisons, reviews the critical role of appcovcn> - the :scope and nature of their resprmsihilitics - and 
the importance of approvcn> being ahle to fully execute their P·Card responsibilities. This is also 
reinforecd regularly in cOIl\'cfSalions with the department liaisons 

The Department ofFjnwlc~' will e"alua.te the feasibility of pmvi ding canlhnh.lcr aClivity statistics. 
by both canJholders and approvefl;. to dcp'lrtlllent directors anllually for Iheir u~c in uetcnllining 
changes necded 10 assigned ;;ardholders or approVcrs. Finunce \\ill also plan 10 work with 
dcpuftlTIents whose appro\'cr workload rnay be c:'Iccssivc, halled on laClorS such :Ill non-timely 
reviews and non-compliance with program policic!>. 
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Chief Administrative Officer's Response 

Recommendation 2 - Monitoring lind Use of 1.l!Vcl 3 Data: 

The County govcmmcl11 should implement a progr'lll1 or audils of compliance with pUrdl;.ISe card 
policies and regulations. integrated with regularly scheduled data "nulys)'; using l.evd J det;liicd 
!ransaclion data. We bdkve this would bl: consistellt with tl1\: spirit nfthe recommendation of the 
2012 internal audit report. 

Exccucivc llranch Response: 

The County continues to agrec with Ihe henefits ,)1' morc cxl<:nsh'c lludi(S, and is strongly 
committed to pcrJoolling regular reviews. audits and additional fornlal moniloring of P-Card 
II<UlSSClinIlS. 

To help accomplish Ihis goal. the depanment ha~ laken ~wral actions since the 2012 audit: 
• 	 I~l!.mQrMV RestlurCt:!i Financc was able 10 reallocate a pan-lime slaff resource for a 

fX)nion of 2014 anu2015 10 pcrlonn more extensive r<:\'icws and monil(Jrin~ of ))·('ur<.l 
aClivity, but this re(lllocaliul1 W<lll nOI sus(;Iinabk. 

• 	 Contract Services In 2014 and 2015. Fimmce conducted a pmof of concept. and 
attempted 10 execute both a bridge contract and a non-competitive procurement Hlr dalu 
mining services on our accounts payable and P-Card transuctilllls im.:hll.ling Level 3 dala, 
but was unsuccessful in bOlh aucmpts. 

• 	 In·llQusc Renpning Iili!!~ L;ltilruitely, Finan!';c and the Enterprise !{esourcc !'Ianning 
(ER!') office then began a projcct to inlcmally dcvelop llusine5s Intelligcnce IHI) rcports 
that would provide tor the typcs of Jalu analysis described in the ours report. The initial 
reports arc hdng developed blls..:d Oil the P·Card data currcl1lly available in the Oracle 
system. Finance anticipates h::wing initial reponing lllOts available 1(lr usc in daily 
operations. hy the beginning of FY 17. Finan.:c and ERP tllcn plan 011 dctcnnining if 
additional fields of data fmm the P·Caru system call be pulled inlo Orade Ihr cXlmni.lea 
fe-porting capabilities. This ph;!.~e will involve additional considcruliulls such as dat.'l 
c;onfideflliali(y. 

• 	 Pcrmancm RCs{l\if~~ DUring late FY 15 and inln FYI 6, Finance ha" becn wnrking 011 

rcorganizatioll OPfX)rll.milies dcsign.:d In enhance the resources available for nudil!!. 
reviews and compliancc monitoring procedures. induding those on~r thc !,-Card program 
policies and procedures. and its Level 3 ul'tailed trans:lction daIS. Loss of se\;eral 
employees !Ullidpated 10 slatT these programs has impacted Ihe tilllclrame to implemcfll. 
We currently anticipate final decisions being reached ,mtl implementation to begin by the 
end offYl6. 

Finance expects lhal fuJI impkmcnllllion of the l<Ist two initial;v!:,; descri~d above. (liready in 
progress. will provide lor a regular program ofaudits (lIld St'l111C expanded data lllmlysis using Level 
3 detailed InmSilction data. T\) Ix! abk 10 most elrcctivc!y and efficiently perl()ml the Iyp.: of 
regulur data anulysis recommellded, Fimtocc will also reevaluate data analysis tool options 
available inlhe indU5lry. and any rclatl'ti procul\:mcnt and/or budgctary actions required 10 a.:quirc 
such tools. 

Purchase Card Policies and Procedures - County Government 	 Page 127 



Chief Administrative Officer's Response 
~---

Retommcndl'ltion 3 - OIG Analysis or County Data: 

The County should update its purchase card manual related to food expenditures, possibly to 
consider guidelines for reimbursc::ment ofmeal purchases al meetings and alief work hours, which 
are in the County's admini.stralive pmcedun:..;; for localund non-local travel. 

Executive Branch Response: 

Tht! County believes tbe purchase eard manual rdleets current business practices. The Counly also 
concurs that guidance in the manual related 10 food expenditures could be updated to be clearer. 

The original P-Card manual language was drafted specifically taking into account bOlh existing 
Counly policy including the Administrative Procedures refcmd 10 ;n the OIG report, and 
department operational and progrdlll requirements. While the Administrative Proc~ures generally 
communicate policy from the perspective of whal is allowed, the P-Card manual over time was 
updated to help provide additional clarifying guidance rc:garding what was not allowed. This 
balance between the Iwo. and the different perspectives, may have unintentionallY resulted in area" 
that require additional clarification. 

The Departm~nt of Finance will plan to identif)' and incorporale any additional clarifying 
guidance, laking into ilCC(lunt existing guidance related to meal reimbursements in the local and 
non-local travel Administrative Procedures. Finance anticipates performing this work as part of 
an FYI7 review and update of the purciwse card manual 
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