Privacy Policy

Statement

Thank you for using the Montgomery County, Maryland (hereafter the County), web portal domain
and all associated web sites (hereafter collectively “Web Portal”). The County hopes that you find its
Web Portal to be a convenient and valuable resource for interacting with the County's agents and
agencies. This document represents the County’'s Web Portal Privacy Policy and it is intended to
summarize the extent to which the law, including the Maryland Public Information Act (“MPIA"),
permits or requires users’ information to be kept private. In addition, this document outlines the
County's policy for keeping information users provide secure. The County’s Chief Information Officer
(ClO) promulgates this policy in accordance with applicable law. The County reserves the right to
change these practices and procedures at any time without prior notice. The following is not

intended, and should not be interpreted, as a contract of any nature, either expressed or implied.

Applicability
This Privacy Policy applies to all County agents and agencies that maintain, create, collect, or publish

web content or applications on the County’'s Web Portal.

This Privacy Policy will discuss the following items:

e When does the County collect user information?

e What personal information is collected?

e When is personal information protected from disclosure?

e How is personal information used?

e Does the County use cookies?

e What kind of security procedures are in place to protect users?

e How can a user correct any inaccuracies in his or her personal information?

e How to contact the County


https://www.montgomerycountymd.gov/mcg/privacy.html#User%20Information
https://www.montgomerycountymd.gov/mcg/privacy.html#Personal%20Information
https://www.montgomerycountymd.gov/mcg/privacy.html#Public%20Disclosure
https://www.montgomerycountymd.gov/mcg/privacy.html#Personal%20Information%20Use
https://www.montgomerycountymd.gov/mcg/privacy.html#Cookies
https://www.montgomerycountymd.gov/mcg/privacy.html#Security%20Procedures
https://www.montgomerycountymd.gov/mcg/privacy.html#Information%20Corrections
https://www.montgomerycountymd.gov/mcg/privacy.html#Privacy%20Contacts

When does the County collect user information?

Whenever a user interacts with the County’s Web Portal, the County's Web Portal servers
automatically collects and logs the user’s Internet domain (i.e. www.exampledomain.com), Internet
Protocol (IP) address, referring web address, browser type, screen resolution, date and time of the
visit, and the content or web pages visited. This information is used primarily for statistical reporting

and web design purposes in applications such as Google Analytics.

The County also collects information when a user fills out a form, or otherwise provides information,
for the County to provide services. The data a user provides may be stored in County data bases. By
providing information, a user authorizes the County to collect the information. If a user does not
wish the County to collect his or her information, a user should not provide the information to the
County. However, the County may be unable to provide the service if a user does not provide

required information.
What personal information is collected?

The MPIA defines “personal information” as information collected that identifies an individual,
including an individual’s address, driver's license number, or any other identification number, medical
or disability information, name, photograph or computer generated image, Social Security number,
or telephone number. However, “personal information” expressly does not include an individual's

driver's status, driving offenses, 5-digit zip code, or information on vehicular accidents.

Similarly, the MPIA defines a “personal record” as a public record that names or, with reasonable
certainty, otherwise identifies an individual by an identifying factor, such as an address, a description,

a finger or voice print, a number or a picture.

Under the MPIA, personal information, resulting in a personal record, may be collected only when
the information is appropriate and relevant to the County services requested. The MPIA restricts the
County's ability to create "personal records" to those circumstances under which the County clearly

establishes the need for that information.

Therefore, the County expects to collect personal information from users only as needed to provide

programs or services.



When is personal information protected from public disclosure?

The MPIA generally requires the County, as a political subdivision of the State of Maryland, to
disclose all public information, including personal information. The MPIA, however, specifically
exempts certain categories of information from this public disclosure requirement. The MPIA also
expressly recognizes that other laws prohibit certain categories of information from public
disclosure. The County complies with all applicable laws that protect certain categories of

information from public disclosure.

For a complete discussion of the circumstances under which a personal record, including one that
may contain personal information, may or must be withheld from disclosure, please refer to the
MPIA and the Maryland Office of the Attorney General’s Maryland Public Information Act Manual
(12th ed. October 2011) (as amended), which may be found online as of the date of this Privacy

Policy at http://www.oag.state.md.us/Opengov/pia.htm.
How is personal information used?

The County collects, retains and uses personal information only where the County believes it is
essential (and allowed by law) to perform the County’s mission of providing products, services,
information and other opportunities requested by Web Portal visitors. The County does not sell or

rent Web Portal users’ information to any company or organization.

Consistent with applicable laws, County employees have access to a user’s personal information only

to the extent necessary for the employees to perform their work on behalf of the County.
Does the County use cookies?

When visiting a County Web Portal web page, a “cookie” or small text file may be downloaded from
a County Web Portal server to a user's computer to collect and store non-personally identifiable
information. The information stored in the cookie is used by County Web Portal servers to
successfully recognize a user and retain user browsing preferences, so that Web Portal web pages
can more efficiently serve users in future visits. County Web Portal server-generated cookies will

include information identifying itself to the user's computer.

Cookies are not executable programs that can be used to spread a virus or read a user's computer

hard drive. However, some users may choose to set their browser to block cookies, to eliminate the


http://www.oag.state.md.us/Opengov/pia.htm

risk of third-party web site cookies to accessing their computer. By doing so, this may affect access
to and functionality of some County Web Portal applications which use temporary cookies to
manage an application’s session state. Temporary cookies are stored in a user's computer's memory
during a browsing session, are not used to collect user preferences, and are typically removed when

the browser is closed.
What kind of security procedures are in place to protect users?

The County is dedicated to the proposition that users have a right to data security on the County’s
Web Portal consistent with applicable law. The County sets and meets high security standards and
follows rigorous procedures to prevent unauthorized access to or disclosure of user information and

to prevent unauthorized removal or alteration of data.

The County provides its Web Portal users with a secure online experience by using a variety of
security measures to maintain the safety of your personal information, including the creation of a
user identification and password to limit access by others to a user’s information in certain County

applications.
How can a user correct any inaccuracies in his or her personal information?

The County responds to user requests to correct or update inaccurate information in a timely
manner. In the event the user believes his or her information needs to be modified, the user must
notify the County. Furthermore, for the resolution of any security issues, including misuse or
corruption of information, or user identification and password concerns, the user must contact the

County immediately.
How to contact the County

The County welcomes user comments and invites questions or concerns regarding this Privacy

Policy. Users may either click on * Contact us” or call 311.


http://www.montgomerycountymd.gov/contact

