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MEMORANDUM OF INVESTIGATION 

TO: Richard Madaleno 
Acting Chief Administrative Officer 

FROM: 

DATE: 

Megan Davey Limarzi, Esq. 
Inspector General 

September 24, 2020 

SUBJECT: County SharePoint Platform Exposes Sensitive Information of 
Vulnerable Populations, OIG Publication #21-003  
 

Regrettably, I am writing your office for the second time this year to advise of the discovery of 
sensitive and Personally Identifiable Information (PII) found on an information sharing platform 
used by the County. This is in addition to another advisement this year notifying of the discovery 
of non-public documents connected to County leadership and County departments on an 
information sharing platform. The Office of the Inspector General has in fact raised concerns 
with your office about data security issues several times in the last few years. 

This most recent discovery involves the use of the SharePoint platform and among other things,  
the exposure of names, biographical data, medical information, clinician notes, and details of 
abuse of children evaluated by the Tree House Child Advocacy Center of Montgomery County 
Maryland, Inc. (“Tree House”). Tree House is a non-profit entitiy that contracts with the County 
to provide “medical evaluations, forensic interviews, ongoing mental health therapy, victim 
support and advocacy services, integrated care coordination, and other related services to a 
minimum of 700 child victims of sexual/physical abuse and neglect.”1 It appears that the 
information is available to any County employee or contractor that has access to the SharePoint 
platform.  

Any actions the County may have initiated in response to my office’s repeated concerns have not 
adequately addressed the vulnerabilities existing with the County’s use of information sharing 
platforms. This latest example is by far the most serious exposure and in addition to potentially 
violating laws designed to protect the disclosure of sensitive and PII information, and perhaps 
Protected Health Information (PHI), poses a significant potential risk to those exposed and the 
County.  

Background 

On February 21 of this year, I notified your predecessor of a serious privacy risk involving the 
use of the Microsoft Office 365 application Delve, a built-in off the shelf collaboration tool. I 
explained that my office was able to access non-public documents connected to County 

1 Statement of work for contract #1100369, period of performance July 1, 2020 to June 30, 2021. 
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leadership and County departments through Delve. I reported that my office met with the County 
Chief Information Officer about the issue and she agreed to take immediate action to shore up 
related vulnerabilities.  
 
At the time, my office spoke to a relevant Department of Technology Services (DTS) employee 
on several occasions to understand what they were doing to address the security vulnerability. 
The DTS employee reported that they were meeting with a team from Microsoft to work on the 
issue, including changing default permission settings and building training modules for 
employees. We observed no significant changes to Delve or increased communication with 
County employees about the vulnerabilities we reported.  
 
On May 15 of this year, I again reported to your predecessor that my office found an unsecured 
document through Delve, but that the document contained PII. The document we found 
contained the social security number, date of birth, Medicare number, bank checking account 
number, bank savings account number, income and bank balance information, and applicant 
address for a Medicare benefits applicant. In that instance, we made recommendations directed 
to the DTS and the Department of Health and Human Services (DHHS) that if followed could 
have prevented this most recent exposure. We recommended the following: 
 

• I strongly recommend the Department of Technology Services (DTS) notify County 
employees of the vulnerability with Delve, and instruct employees to examine their 
personal profiles and delete documents that contain sensitive information. Additionally, I 
recommend DTS conduct an assessment of shared document locations and delete those 
documents containing personally identifiable information.  

 
• I further recommend that the County Department of Health and Human Services (DHHS) 

prohibit its employees from sharing documents containing sensitive information through 
unencrypted emails and document sharing sites; and that DHHS instruct all of their 
employees to examine personal profiles and shared locations and delete any documents 
that contain sensitive information. 

 
On May 20, 2020, my office received information that the Risk Governance Committee 
discussed the OIG finding and “had an interest” in addressing the issue, but it’s unknown what 
specific action was taken as a result of their interest.  
 
On May 21, 2020, DTS announced to County Department Information Technology contacts 
(#MCG.Department IT) that they were “temporarily disabling the Delve feature within the 
County’s Office 365 environment.”2 They explained that the action was being taken “so DTS 
and County Departments can complete file and SharePoint permissions remediation activities, 
provide user training, and establish adequate control mechanisms including the effort to develop 
a data classification roadmap.”3  
 
Although DTS started an initiative in August that involved DHHS aimed at improving security 
and management of SharePoint sites, the initiative appears focused on mapping, establishing 
groups, and assigning permissions, but it is unclear whether this effort will resolve restrictions 

 
2 Email from DTS to #MCG.Department IT, dated May 21, 2020 
3 Ibid 
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with individual documents. To my knowledge, DTS and DHHS seemingly chose not to follow 
our recommendation to delete or restrict documents containing personally identifiable 
information.  
 
Furthermore, I am not aware of any action taken by DHHS to prevent the exposure of sensitive 
information through information sharing platforms or to educate and inform staff of the need for 
appropriate action. 
 
On March 1, 2018, former Inspector General Edward Blansitt issued a report detailing findings 
related to the improper handling of a computer system data breach in 2016.4 The report noted a 
“need for updated procedural and policy controls on access to information.” The OIG report also 
cited a May 2017 Health Insurance Portability and Accountability Act (HIPAA) compliance 
audit overseen by the County Office of Internal Audit that found inadequate or outdated 
computer security policies and procedures. The report also mentioned that an IT security 
assessment conducted by the Gartner Corporation made recommendations “that might have 
prevented the incident.”5    
 
 
Inquiry and Outcome 
 
On September 23, 2020, the OIG received information from a concerned County employee that 
they were able to access records pertaining to Tree House through the SharePoint platform. The 
employee explained that while searching for documents on a SharePoint site to which they had 
legitimate access, they received documents related to Tree House in their search results.  
 
The employee stated that they reported the discovery to a DTS employee who was also able to 
access Tree House documents in the same manner. The DTS employee suggested that the 
employee contact the IT helpdesk.  
 
The OIG followed the steps explained by the complainant and received 16 pages of search 
results (approximately 240 documents and files). Several of the documents were related to Tree 
House, but an even larger number were connected to other County Departments, including 
DHHS, Department of Finance, Department of General Service, DTS, and the Department of 
Transportation. A limited review of the documents and files pertaining to organizations other 
than Tree House revealed a variety document types, some containing sensitive information. For 
example, some documents pertaining to the Public Health Emergency Grant Program (PHEG) 
contained tax information and social security numbers of applicants.      
 
With respect to Tree House, the OIG found a spreadsheet updated on September 22, 2020, 
containing the names, biographical data, medical information, clinician notes, and details of 
abuse of approximately 529 Tree House clients. We also found and were able to access “session 
notes” containing client names, biographical information, details of meetings with clients and 
family members. The “session notes” electronic files were titled with the client’s name, date of 
interview, and what appears to be the reason for the interview.  
 

 
4 OIG Preliminary Investigation #18-001, Allegation of Improperly Handled Computer System Data Breach 
5 Ibid., page 1 
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Among the Tree House documents we were able to access; we also found several documents 
relating to administrative procedures and typed and handwritten staff meeting notes.   
 
We are not detailing the specific steps we took to find the documents or providing screenshots of 
the data we found in order to minimize the possibility that someone could access the documents 
after reading our report. We will provide that information to whomever you direct to address this 
issue.   
 
 
Recommendations 
 
As a result of our findings, I recommend you: 
 

1. restrict access to the Tree House SharePoint site and associated files; 
2. assess the extent to which the records of children evaluated by Tree House were accessed 

by persons without a need to know and take appropriate remediation measures; 
3. discontinue the use of file sharing platforms until data security vulnerabilities are 

addressed; 
4. alert County employees to the vulnerabilities existing with the County’s use of document 

sharing platforms; and 
5. instruct County employees and the Department of Technology Services to delete 

documents containing PII and other sensitive information from document sharing 
platforms. 

I strongly urge you not to delay in implementing the recommendations as the information 
described is still exposed and available to all County employees. 
 
Please provide a response to this memorandum utilizing the attached response template by 
September 29, 2020. We will include any response we receive in the final issued memorandum 
and it will be made public as well.  
 
 
 
 
 
cc:    Fariba Kassiri, Deputy Chief Administrative Officer 

Gail Roper, Chief Information Officer 
       Raymond Crowel, Director, Department of Health and Human Services 
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OIG Comments to the Administration’s Response to OIG Publication #21-003: 
 
The OIG provided the County’s Chief Administrative Officer (CAO) an advance copy of this 
report and an opportunity to comment on the recommendations. A copy of the CAO’s response 
in its entirety follows. We continue to be concerned that the response does not seem to fully 
grasp the severity of our findings or the impact of data exposure incidents to victims, including 
the County. The County’s planned actions do not address the reality that documents containing 
PII and PHI are currently available to persons who have no legitimate need for them. The 
County’s assertion that “vast swaths” of information stored on file sharing systems are not 
sensitive misses the point that even a single exposure incident can pose serious consequences to 
those involved.  
 
As we note in this report, the OIG has reported on vulnerabilities with data security for several 
years, including two this year. To date, actions taken to address our observations have failed to 
ensure that County systems properly restrict access to sensitive information. The documents 
found during our investigation were created, posted, and or updated in the last few months, some 
were even updated the day before our discovery. Noted modifications implemented in April did 
not prevent us from finding documents in May or September. It is unclear how implementing a 
new “software tool to restrict access to files shared prior to March 2020” will address the 
availability of files created after March.  
 
We acknowledge the quick actions taken since we first alerted the County to these vulnerabilities 
but are unwavering in our recommendations for more assertive actions while other steps are 
taken.  
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The Administration’s Response to OIG Publication #21-003: 
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