




















































































LARRY HOGAN
GOVERNOR

BOYD K. RUTHERFORD
LT. GOVERNOR

STATE OF MARYLAND

MARYLAND STATE POLICE

1201 REISTERSTOWN ROAD

PIKESVILLE, MARYLAND 21208-3899

410-486-3101

TOLL FREE: 1-800-525-5555

TDD: 410-486-0677

December 2, 2015

COLONEL
WILLIAM M. PALLOZZI

SUPERINTENDENT

c
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0e

Sheriff Darren M. Popkin
Montgomery County Sheriffs Office
50 Maryland Avenue

Rockville, Maryland 20850

Dear Sheriff Popkin:

Enclosed is a copy of the executed Maryland State Police Terminal Agency User
Agreement for access to Maryland Electronic Telecommunications Enforcement Resources
System (METERS), the National Crime Information Center (NCIC), and the International Justice
and Public Safety Network (Nlets). to maintain in your files. Your attention to this matter was
greatly appreciated. If you have any questions or concerns, please contact me at 410-653-6465.

Sincerely,

Dalene M Drum

CJIS Systems Officer
Ry: ^

Janice L. Bradford

Maryland State Police
Police Communications Support Division

Enclosure

^Maryland*s Finest**



MARYLAND STATE POLICE

TERMINAL AGENCY USER AGREEMENT

FOR ACCESS TO

MARYLAND ELECTRONIC TELECOMMUNICATIONS ENFORCEMENT RESOURCE

SYSTEM (METERS)
NATIONAL CRIME INFORMATION CENTER (NCIC) AND

NATIONAL LAW ENFORCEMENT TELECOMMUNICATIONS SYSTEM (NLETS)

Pursuant to NCIC, METERS, and NLETS policy, and agreements in effect between the Maryland
State Police and NCIC/NLETS, which are incorporated by reference and made part of this agreement, the
Maryland State Police, as the NCIC Control Terminal Agency (CTA) and the NLETS Point of Entry
Agency for the State of Maryland, agrees to furnish to Monteomerv County Sheriffs Office
(MDOl60000) hereafter referred to as the User, a duly authorized criminal justice agency as defined in
Title 28, Code of Federal Regulations, Part 20, or an approved non-criminal justice agency, network access
through METERS to NCIC and l^ETS for the purpose of exchanging criminal justice information subject
to the conditions contained within this agreement.

1. Scone of Agreement

The intent of this document is to provide for an agreement whereby the User, in consideration of
network access to NCIC and NLETS through METERS recognizes the Maryland State Police as the State
Control Terminal Agency, responsible for die regulation and quality control of the METERS
telecommunications system, including the exchange, dissemination and use of data contained in NCIC and
NLETS.

Further, it is the intent of this agreement to make NCIC user agencies cognizant of the
responsibilities required of them as an agency accessing NCIC through METERS. Particular attention is
drawn to NCIC stipulations conceming the following:

Timeliness of entry and removal of records
Validation of records

Completeness of records
Accuracy of records
Ten minute/one hour hit confirmation policy
Quality assurance responsibilities
Security responsibilities

The aforementioned stipulations are part of the NCIC CTA User Agreement, which is hereby
incorporated by reference and made part of this agreement. Also incorporated by reference and made part
of this agreement is the NLETS Control Terminal Agency Agreement.

It is acknowledged by the User, if not defined as a criminal justice agency pursuant to Title 28,
Code of Federal Regulations, Part 20, said User will be excluded firom accessing any NCIC file and/or
accessing any files via NLETS which are restricted to criminal justice agencies only.

Terminal Aeencv Coordinator (TAC)

The User will designate a TAC who serves as a central point of contact for handling record
validations, quality control matters, posting and filing of system manuals and publications, security
matters, training of other agency personnel as necessary, audit and any other requirements conceming
system use that may arise. The User will designate at least one individual at each of its operational sites as
TAC, and submit that individuals name to the CTA in writing upon acceptance of this agreement. A
change in the Users TAC will require written notification to the CTA. The User, in order to unify
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responsibility for their agency user discipline and adheraice to system procedures and policies, by virtue of
signing this user agreement, hereby accepts this concept of a Terminal Agency Coordinator.

2. Training of Terminal Aeencv Coordinator

The User agrees to provide for their TAC to attend required systems training. This training will be
administered by the CTA and will be conducted at the discretion of the CTA, at a location deemed
appropriate by the CTA.

3. Securitv of Terminal

The User agrees to insure that all taminal devices are installed and maintained in a secure area and
to restrict access to only authorized personnel. The User further agrees to permit the CTA, or his/her
designee, at any time, access to any room, building, or other place where the terminal devices, lines, and
circuits are located for any purpose which may be deemed necessary by the CTA, or his designee, in regard
to the operation of the network.

4. Securitv and Privacy of Data

The User agrees to protect and prohibit dissemination of information received from criminal
justice information systems to unauthorized person(s) or agency (ies) in compliance with all relevant NCIC
and NLETS rules and regulations.

5. Authority

The CTA shall have the sole discretion to promulgate and retain any rules, regulations, and
procedures necessaiy to the operation of the network.

6. Indemnification of the Maryland State Police

The User agrees to indemnify the Maryland State Police, its officers and employees, to the extent
permitted by law and subject to the limitations as set forth in the State Tort Claims Act, Title 12, Subtitle 1
of the State Government Article or the Local Government Tort Claims Act, Title 5, Subtitle 3 of Courts
and Judicial Proceedings Article, Annotated Code of Maryland from and against all claims, demands,
actions, suits, and proceedings by others, against all liability to others, including, but not limited to, any
liability for damages by reason of, or arising out of any false arrest or imprisonment, or any other cause of
action whatsoever and therefrom, arising out of or involving any negligence on the part of the User in the
execution of the Agreement. Nothing contained in this agreement shall be deemed to constitute a waiver
of the sovereign immunity of the State or to provide indemnification for negligent acts by the Maryland
State Police, fiieir officers, employees or agents.

7. Term

The terms of this Agreement shall remain in effect until canceled or suspended by either party.
The CTA reserves the right to immediately suspend furnishing METERS, NCIC or NLETS access to the
User whenever training requirements are not met, or the security, privacy, use or dissemination
requirements established by METERS, NCIC or NLETS are violated. The CTA may reinstate
METERS/NCIC/NLETS access in such instances upon receipt of proof that the violation has been
corrected. The CTA or User may, upon 30 days notice, in writing, discontinue service. The User
acknowledges that its network use will be continuously monitored.



8. Personnel

All User personnel that operate a METERS terminal or utilize information obtained from the
terminal must receive appropriate security clearance as required by METERS, NCIC and/or Nlets. All
User personnel that operate a METERS terminal for NCIC transactions must complete the appropriate
level of training, consistent with the level of NCIC usage and within prescribed time limits as described in
the METERS and NCIC Manual. The User is responsible to ensure appropriate terminal agency personnel
receive initial NCIC training and complete re-certification training as required.

9. Svstem Transaction Recording

All transactions on METERS are recorded and may be reviewed for any official purpose. This
system is for the use of authorized clients only. To protect the system from unauthorized use and to ensure
the system is functioning properly, system administrators monitor this system. Personnel utilizing this
system expressly consent to such monitoring. Should such monitoring reveal possible conduct of criminal
activity, system personnel may provide the evidence of such monitoring to the appropriate authorities for
prosecution.

In Witness whereof, the parties hereto cause this agreement to be executed by proper officers and
officials.

USER Name Montoomery County ShedfTs Office

AGENCY HEAD I

Name (Printed) Darren M. Popkln

Title Sheriff

Date November 25. 2015

CONTROL TERMINAL AGENCY

BY I^-(!UjUjl

Name (Printed) Dalene M Drum

Title CSO

Date

Attorney General Approval:
Sifinat 1  Dal

iA.
Date




